COUNT UPON SECURITY

Increase security awareness. Promote, reinforce and learn security skills

Step-by-Step guide for Joomla 1.5.9 and
VirtueMart 1.1.4
e-Commerce Vulnerable Lab

1. Summary

With this document you should be able create a simulated real world e-commerce website in a
controlled and virtual environment. In this environment you can practice your offensive and defensive
security skills legally, safely and for educational purposes. The scenario contains known vulnerabilities
with exploits available in the Internet.

The OS installation is not covered since it’s an easy and automated step if you are running VMware
Workstation 8. It covers the MySQL, Apache and PHP installation and basic configuration. Then it shows
how to install and configure the initial settings of Joomla and VirtueMart.

The following Google dork will show a significant number of websites that are running VirtueMart:
inurl:"?option=com_virtuemart" site:*.com

Disclaimer: This guide and settings should not be used for any production system. It assumes default
configuration for different services and applications. Use it only on your controlled lab since it’s easily
exploitable.
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2. OS Installation

Create a virtual machine with the operating system CentOS 5.3 for x86 architecture. To be able to install
and run the e-commerce website you will need a LAMP stack which means Linux, Apache, MySQL and
PHP. The virtual machine can be easily installed on virtualization software such as VMware Workstation.

Download the DVD ISO image for CentQS 5.3 from http://download.filesystems.org/linux/centos/. Check
the MD5 integrity. Then create a new virtual machine. In my case 1CPU, 1GB Ram, 40 GB disk plus 1 NIC
directly connected to the internet (bridge mode) to be able to download software and map the ISO file

into the CD-ROM.

Hardware
Device Summary Memory
L'.;m ‘f—& Specily the amount of memory allocated to this virtual machine
%@ Processors 1 The memory size must be a multiple of 4 MB
New CD/DVD (IDE) Using file /media/Element Memory for this virual machine: |1024  MB
Network Adapter Bridged
— 64 GB
@ Printer (Serlal Port)
.
8 Display Auto detect s
16 GB

E Maximum recommended memory

8Ge :
(Memony swapping gy oCCut beyond this sire
\\\\\ 4GB 2560 M8

The installation of the operating system is straightforward. During the installation you can create one
user other than root. Specify networking settings. On my network | have a router that will assign IP
address to the machines using DHCP. After installation | can login into the machine using SSH and start
configuring the initial settings. | will call the machine cms.challeng3.local.

[root@cms ~]J# hostname cms

[root@cms ~]# echo '192.168.1.29 cms cms.challeng3.local' >> /etc/hosts

[root@cms ~]# ping -c 1 cms.challeng3.Tlocal

PING cms.challeng3.local (192.168.1.29) 56(84) bytes of data.

64 bytes from cms.challeng3.local (192.168.1.29): icmp_seq=1 tt1=64 time=0.048 ms
--- cms.challeng3.local ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 0.048/0.048/0.048/0.000 ms
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3. LAMP Stack

[root@TocaThost ~J# yum install mysql-server
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: swissmirror.silyus.net
* updates: swissmirror.silyus.net
* extras: swissmirror.silyus.net
Setting up Install Process
Parsing package install arguments
Resolving Dependencies
--> Running transaction check
---> Package mysql-server.i386 0:5.0.95-1.e15_7.1 set to be updated
--> Processing Dependency: mysql = 5.0.95-1.e15_7.1 for package: mysql-server
--> Processing Dependency: perl-DBD-MySQL for package: mysql-server
--> Processing Dependency: perl1(DBI) for package: mysql-server
--> Processing Dependency: libmysqlclient.so.15(1ibmysqlclient_15) for package: mysql-server
--> Processing Dependency: ?er1 DBI for package: ¥sq1—server
--> Processing Dependency: libmysgqlclient_r.so.15(C1ibmysqlclient_15) for package: mysql-server
--> Processing Dependency: Tibmysqlclient.so.1l5 for package: mysql-server
--> Processing Dependency: Tibmysqlclient_r.so.15 for package: mysql-server
--> Running transaction check
---> Package mysqgl1.i386 0:5.0.95-1.e15_7.1 set to be updated
---> Package perl-DBD-MySQL.i386 0:3.0007-2.e15 set to be updated
---> Package perl1-DBI.i386 0:1.52-2.e15 set to be updated
--> Finished Dependency Resolution
Dependencies Resolved

Install 4 pPackage(s)
Update 0 Package(s)
Remove 0 Package(s)

Total download size: 15 ™
Is this ok [y/N]:
Down]oad1n? Packag es

$1/4):kper DBD MySQL 3.0007-2.e15.1386.rpm
148 kB

(2/4): perl- DBI 1 52-2.e15.i386.rpm

| 600 kB 00:00

(3/4): mysql-5.0.95-1.e15_7.1.7386.rpm

| 4.9 MB 00:04

(4/4): mysql-server-5.0.95-1.e15_7.1.i386.rpm
| 9.8 MB 00:06

Total 932
kB/s | 15 MB 00:16

warning: rpmts_HdrFromFdno: Header V3 DSA signature: NOKEY, key ID e8562897

Importing GPG key OxE8562897 '"Cent0S-5 Key (CentoS 5 official Signing Key) <centos-5-
key@centos.org>" from /etc/pki/rpm-gpg/RPM-GPG-KEY-Cent0S-5

Is this ok [y/N]: Y

Running rpm_check_debug
Running Transaction Test
Finished Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : per1-DBI [1/4]
Installing : mysql [2/4]
Installing : per1-DBD-MySQL [3/4]
Installing : mysql-server [4/4]

Installed: mysql-server.i386 0:5.0.95-1.e15_7.1

Dependency Installed: mysql.i386 0:5.0.95-1.e15_7.1 perl1-DBD-MySQL.i386 0:3.0007-2.e15 perl-
DBI.i386 0:1.52-2.el5

Complete!
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[root@TocaThost ~J# yum install php php-mysql

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: swissmirror.silyus.net

* updates: swissmirror.silyus.net

* extras: swissmirror.silyus.net

Setting up Install Process

Parsing package install arguments

Resolving Dependencies

--> Running transaction check

---> Package php-mysql.i386 0:5.1.6-39.e15_8 set to be updated
--> Processing Dependency: php-common = 5.1.6-39.e15_8 for package: php-mysql
--> Processing Dependency: php-pdo for package: php-mysql

---> Package php.i386 0:5.1.6-39. e15_8 set to be updated

--> Processing Dependency: php-cli = 5.1.6-39.e15_8 for package: php
--> Running transaction check

---> Package php-common.i386 0:5.1.6-39.e15_8 set to be updated
---> Package php-c1i.i386 0:5.1.6-39.e15_8 set to be updated
---> Package php-pdo.i386 0:5.1.6-39.e15_8 set to be updated
--> Finished Dependency Resolution
Dependencies Resolved

Package _ Arch version
Repository Size

Installing:

php 1386 5.1.6-39.e15_8 updates
zbﬁpﬁmysq1 1386 5.1.6-39.e15_8 updates
%zsta11ing for dependencies:

php-cl1i 1386 5.1.6-39.e15_8 updates
2b%ph—acommon 1386 5.1.6-39.e15_8 updates
2§ﬁﬁﬁpdo 1386 5.1.6-39.e15_8 updates

Transaction summary

Install 5 Package(s)
Update 0 Package(s)
Remove 0 Package(s)

Total download size: 4.7 M
Is this ok [y/N]: Y

Downloading Packages:
(1/5): php- pdo 5.1.6-39.e15_8.1386.rpm
6 kB 00:00
(2/5):kphp my8q1 5.1.6-39.e15_8.71386.rpm

(3/5): php-common-5.1.6-39.e15_8.1386.rpm
| 154 kB 00:00
(4/5): php-cl1i-5.1.6-39.e15_8.1386.rpm

| 2.1 MB 00:01

(5/5): php-5.1.6-39.e15_8.1386.rpm

| 2.3 MB 00:01

Total 939
kB/s | 4.7 MB 00:05

Running rpm_check_debug
Running Transaction Test
Finished Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : php-common [1/5]
Installing : php-cTi [2/5]
Installing : php-pdo [3/5]
Installing : php [4/5]
Installing : php-mysql [5/5]
Installed: php.i386 0:5.1.6-39.e15_8 php-mysql.i386 0:5.1.6-39.e15_8
Dependency Installed: php-c1i.i386 0:5.1.6-39.e15_8 php-common.i386 0:5.1.6-39.e15_8 php-pdo.i386

0:5.1.6-39.e15_8
Complete!
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[root@TocaThost ~J# /usr/bin/mysql_install_db --user=mysql
Installing MysSQL system tables...

OK

Filling help tables...

OK

To start mysqld at boot time you have to copy
support-files/mysql.server to the right place for your system
PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER !
To do so, start the server, then issue the following commands:
/usr/bin/mysqladmin -u root password 'new-password'
/usr/bin/mysqladmin -u root -h cms password 'new-password'
Alternatively you can run:

/usr/bin/mysql_secure_installation

which will also give you the option of removing the test
databases and anonymous user created by default. This is
strongly recommended for production servers.

See the manual for more instructions.

You can start the MysQL daemon with:

cd /usr ; /usr/bin/mysqld_safe &

You can test the MySQL daemon with mysql-test-run.pl

cd mysql-test ; perl mysql-test-run.pl

Please report any problems with the /usr/bin/mysqlbug script!
The latest information about MysSQL is available on the web at
http://www.mysql.com

Support MySQL by buying support/licenses at http://shop.mysql.com

[root@locaThost ~]# service mysqld status
mysqld is stopped

[root@1oca1host ~]# service mysqld start
Starting ¥

[root@loca host ~]# /usr/bin/mysqladmin version
/usr/bin/mysqladmin Ver 8.41 Distrib 5.0.95, for redhat-linux-gnu on 1686

[ ok ]

Copyright (c) 2000, 2011, oracle and/or its affiliates. A1l rights reserved.

oracle is a registered trademark of Oracle Corporation and/or its
affiliates. other names may be trademarks of their respective
owners.

Server version 5.0.95

Protocol version 10

Connection Localhost via UNIX socket
UNIX socket /var/11b/mysq1/mysq1 sock

Uptime: sec

Threads: 1 Questions: 2 STow queries: 0 Opens: 12 Flush tables: 1 oOpen tables:

per second avg: 0.333

6 Queries
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[root@TocaThost ~]# /usr/bin/mysqTshow
+

| Databases |

Fommmmmm o +

| information_schema |

| mysql

| test |

fommm e +

[root@localhost ~]# service mysqld stop

Stopping MySQL: [ ok 1]
[root@localhost ~]# service mysqld start

Starting MysQL: [ ok ]
[root@localhost ~]# mysql -u root

welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 2

Server version: 5.0.95 Source distribution

Copyright (c) 2000, 2011, oracle and/or its affiliates. All rights reserved.
oracle is a registered trademark of oOracle Corporation and/or its

affiliates. Oother names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysql> select host, user from mysql.user;

B T e +

| host | user |

- — +------ +

| 127.0.0.1 | root |
| cms | |
| cms | root |
| Tocalhost |

| Tocalhost |

5 rows in set (0.00 sec)

mysql> set password for 'root'@'localhost' = PASSWORD('password');
Query OK, 0 rows affected (0.00 sec)

mysql> set password for 'root'@'127.0.0.1' = PASSWORD('password');
Query OK, 0 rows affected (0.00 sec)

mysql> quit

Bye

[root@localhost ~]# mysql -u root -p

Enter password:

welcome to the MySQL monitor. Commands end with ; or \g.

Your MysSQL connection id is 3

Server version: 5.0.95 Source distribution

Copyright (c) 2000, 2011, oracle and/or its affiliates. All rights reserved.
oracle is a registered trademark of oracle Corporation and/or its
affiliates. other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysql> quit

Bye

Make sure Mysql and Apache are running on init levels 3,4 and 5.

root@locaThost ~J# chkconfig --Tevel 345 mysqld on
[root@localhost ~]# chkconfig --level 345 httpd on

Set the ServerName directive under httpd.conf

#vi /etc/httpd/conf/httpd.conf

ServerName cms.challeng3.local:80

[root@cms ~]# service httpd start

Starting httpd: [ ok ]

Add a firewall rule that will allow traffic to port 80. The rule should be before the last one. Then test
connectivity to port 80 and check if Apache is running.
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[root@cms ~]# vi /etc/sysconfig/iptables .
-A RH-Firewall-1-INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT
[root@cms ~]# service iptables restart

Flushing firewall rules: [ ok ]

Setting chains to policy ACCEPT: filter [ ok
Unloading iptables modules: [ ok
Applying iptables firewall rules: [ ok
Loading additional iptables modules: ip_conntrack_netbios_n[ 0K

[ T R T '

[root@cms ~]# nc cms.challeng3.local 80
OPTIONS / HTTP/1.0

HTTP/1.1 200 OK

Date: Sun, 04 Nov 2012 14:44:18 GMT
Server: Apache/2.2.3 (Cent0S)

Allow: GET,HEAD,POST,OPTIONS, TRACE
Content-Length: 0

Connection: close

Content-Type: httpd/unix-directory

A simple test to ensure PHP is configured and integrated with Apache.

[root@cms htmT]# cd /var/www/html
[root@cms html]# vi index.php

<?php
phpinfo(Q);
?>

[root@cms html1]# php -f /var/www/html/index.php | head -4

phpinfo()

PHP Version => 5.1.6

System => Linux cms 2.6.18-128.e15 #1 SMP wed Jan 21 10:44:23 EST 2009 1686

The basic setup is done, lets proceed with the Joomla Installation.
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4. Joomla Installation

[root@cms htmT]# cd /var/www/htm1/

[root@cms html]# wget http://joomlacode.org/gf/download/frsrelease/9294/34965/3Joomla_1.5.9-
Stable-Full_Package.tar.gz

--06:53:27-- http://joomlacode.org/gf/download/frsrelease/9294/34965/Joomla_1.5.9-Stable-
Full_pPackage.tar.gz

Resolving joomlacode.org... 206.123.111.164

Connecting to joomlacode.org|206.123.111.164]:80... connected.

HTTP request sent, awaiting response... 302 Found

Location: http://downloads.joomlacode.org/frsrelease/3/4/9/34965/Joomla_1.5.9-Stable-
Full_Package.tar.gz [following]

--06:53:32-- http://downToads.joomlacode.org/frsrelease/3/4/9/34965/Joomla_1.5.9-Stable-
Full_rPackage.tar.gz

Resolving downloads.joomlacode.org... 206.123.111.167

Connecting to downloads.joomlacode.org|206.123.111.167|:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 4215142 (4.0m) [application/x-gzip]

Saving to: "Joomla_l.5.9-Stable-Full_pPackage.tar.gz'

100%[
>] 4,215,142 394K/s  1in 12s
06:53:44 (353 KB/s) - "Joomla_l.5.9-Stable-Full_Package.tar.gz' saved [4215142/4215142]

[root@cms htm1]# md5sum Joomla_1.5.9-Stable-Full_Package.tar.gz
5a55b05339ae2786e589e4c8a343655a Joomla_l.5.9-Stable-Full_rackage.tar.gz

{root@cms html]# tar -xzvf Joomla_1l.5.9-Stable-Full_Package.tar.gz

root@localhost htm1]# mysql -u root -p

Enter password:

welcome to the MysQL monitor. Commands end with ; or \g.

Your MysSQL connection 1id is 4

Server version: 5.0.95 Source distribution

Copyright (c) 2000, 2011, oracle and/or its affiliates. Al1l rights reserved.
oracle is a registered trademark of Oracle Corporation and/or 1its

affiliates. other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> create DATABASE joomla;
Query OK, 1 row affected (0.01 sec)
mysql> show DATABASES;

+

____________________ +
| Database |
e +
| information_schema |
| joomla |
| mysql I
| test |
e +

4 rows in set (0.00 sec)

Point your browser to the localhost and Joomla Instalation will appear :

Choose the language of installation.
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9 JOOMIa! WeD Instaner

A challeng3.local M

il Installation

Steps Choose Language e

1 : Language
Select Language
2 : Pre-nstalistion Check Pease weect P Brousge 1 Lae SUrPg Te Joomi’ Fatalator 3l
ar-DZ - Arabic - Algeria
3: License bg-BG - Gharapcxs (EuArapus)
bn-BD - Bengali(Bangladesh)
4 : Database ca-ES - Catalan
¢s-CZ - Cesky (Czech)
5 : FTP Configuration da-DK - Danish(DK)
de-DE - Deutsch (DE)
el-GR - Greek

en-G8 - E§ sh (United Kingdom)
7 : Fininh

eo-XX - Esperanto

es-ES - Spanish (Espafiol intemacional)
eu-ES - Basque (Euskara estandarra)

fa-IR - Persian( . A)

f-Fl - Finnish (Suomi)

fr-FR - French (Fr)

he-HR - Croatian (HR)

hu-HU - Hungarian (Magyar)

i5-15 - Islenska (iceland)

it-IT - alian (italy) v

Make sure all the Pre-Instalation checks are met. The Configuration. Php Writable setting will be
addressed a few steps later.

Steps Pre-installation Check creckagan () ) Previcss  mext )

1: Language

la! 1.5.9 Production/Stable [ Vatani ] 9-January-2009 23:00 GMT:

7 - Pre-irmtallation Check

3 MO yOur SYSiom J0es NGt moet
. Plesse ke S00rOCrate 5C% PP Version >= 4300 Ve
3: Licenne your Joomia’ ratalaton not 2B Compression § Yo
MR, Suggornt Yes
4 Database - My SOL Suppont Yes
corfguraton phe Wrtabie Mo You can M cortinue e ratalaton g Pe
Confgraten 3eTrGs wil be dapiyed o Te end You il
3: FTP Configuration Rave 1 marualy cioad Pe code Cick n e text area
£ hghigrt sl of Te cO0e and Then Daste FiD 3 new tex!
& 1 Confiamtien :;mmhwmwmmnnm
7 : Finish

Recommended Settings:

These are T recommended setry EMP 1 order 1o ermare S corpattary

Wit Joormis Dwectve Bl ormmended Actaal

— soormey wil vl operste ever | yOUF LESNGE G0 not mach Sale Mode: o o

| Degplay Erors on on
Fie Uploass On On
Mo Cuctes Rurtrme on on
Regater Giobal o on
Output Bulerng o o
Sesson Auto Start oe on

Accept the License.

Configure the Database settings. With hostname, mysql username and password plus database name
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- Joormlal’ Installation

Steps Database Configuration D) previous  memt (

1: Language

Connection Settings:

2 Pre-imataliation Check
Bask Settings

3 Lcense Ostatass Type

mysqgl v
Hest Name
localhost

v My SOL

-

Database
v locainost
3 FTP Configur ation
root

Pasymors

LIl

Datatane Nare

Advanced Settings
Dieiete exatreg tatees Advanced
O Backip Ot Tabies
Tatle Prefx

105_

Leave the default FTP configuration settings.

Installation

U Joomial

Steps FTP Configuration il St et

1: Language
FTP Configuration:

2 : Pre-imatallation Check

Basic Settings

3 Ucemse -
= o Eratie FTP S 1y3iem layer

4 : Database Mo
FTP User

FTP Configur
i e ™ FTP Password
& : Configuration server FTP Roct Pas
Note: ¥ you are rataling on 3 Windows Operstng Syster. e FTP yer s not =
T Finisn oued “ ] Autofind FTP Path || Verify FTP Settings

Advanced Settings

Configure the Main Configuration with site name, email, admin password and install the sample data.
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Joomial

Installation

Steps

2

-

-

Language

Pre snatallation Chech

Licerme

Database

FTP Configurstion

C onifiga ation

Finish

Main Configuration

Site Name

Confirm the Admin E-mail and Password

w admin Ta wd Do T

Load sample data, restore or migrate backed-up content

Frpociant! iy e e Tl rew o ratal Te Setat

1. Default sample data can be raerted To do T seiect Fe iyt opton

28 A Joomia! 13.x compatibie SOL scripl file can be upkoaded or

e B cms.challeng3.pg
admin@challeng 3 pt

Admen Password sssesReRee

Corfrm hamn

Passwors LALLLLLL L L]

©Q  'rwisd Defaut Sampie Dats

Sample data installed successtully

Lo Wy st S rgt

You should see a message “Congratulations ! Joomla is now installed.” And a warning that you need to

remove the installation folder before you proceed.

First, let’s edit the file configuration.php and paste into there the php code from the webpage. Then

change the ownership of all files and folders to Apache. Last move the installation folder.

[root@TocaThost htmT]# vi configuration.php

[root@localhost html]# chown -R apache:apache

#mv installation/ old

s

Point the browser to the http://cms.challeng3.local and you should see a similar picture :
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Home

Home

Joomia! Overview
Joomia! License
More about Joomla!
FAQ

The News

Web Links

News Feeds

Joomia! Home

Joomia! Forums
Joomia! Documentation
Joomia! Community
Joomila! Magazine

OSM Home
‘dministrator

PR

—_—d

& Joomial

the Joomia! Exiensions library loday

With a library of thousands of free Extensions, you can add what you need as your sile grows. Don wait, look b

search...

Polls

About Fi MNews The Community
Latest News Popular
« Joomia! License Guidelines « Joomia! Overview
. pout « Extensions
. . License Guidelines
- -
Welcome to the Frontpage
Joomla! Community Portal oo

The Joomia! Community Portal is now online. There, you will find a constant source of information
about the activides of contribulors powering he Joomia! Project Leam about Joomia! Events
worldwide, and see if here is a Joomia! User Group nearby

The Joomia' Community Magazine promises an interesting overview of feature articles. community
accomplishmenis, leaming lopics, and project updales each monih. Also, check out
JoomlaConnect™. This aggregated RSS leed brings together Joomia! news from all over the wond
in your language. Get he lates! and greatest by clicking here

Joomia! is used for?

") Community Siles
Public Brand Sites
eCommerce
™) Biogs
) Intranets

Photo and Media Sites
() Allof the Above!

Vote Results

And point to the administration interface http://cms.challeng3.local/administrator where you should
see a screen similar to the following one :

LR 9 - <1 03 ot - Aot X |

@[

challeng3.pt

YT Joomlal’ cms.challeng3.pt

Joomla! Administration Login

Use a vald username and

password fo gain access 1o Username
the Administrator Back-end.
P
Return to site Home Page R
Language

Default hd|

With this, the Joomla installation is complete. Let’s proceed with the VirtueMart installation.
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5. VirtueMart Installation

#cd /tmp

[root@1oca1host tmpl# wget http://dev.virtuemart.net/attachments/download/18/virtuemart_1.1.4-
COMPLETE_PACKAGE . 315 zip

--08:36:11-- http://dev.virtuemart.net/attachments/download/18/virtuemart_1.1.4-
COMPLETE_PACKAGE. j15.z1ip

Resolving dev.virtuemart.net... 109.234.218.67

Connecting to dev.virtuemart.netl109.234.218.67|:80... connected.

HTTP request sent, awaiting response... 200 O

Length: 2283464 (2 2M) [app11cat1on/x zip- compressed]

Saving to: "VirtueMart_1l.1.4-COMPLETE_PACKAGE.jl5.zip'

100%[ >]
2,283,464 1.57M/s in 1.4s

08:36:12 (1.57 MB/s) - "virtueMart_1.1.4-COMPLETE_PACKAGE.j15.zip' saved [2283464/2283464]

[root@localhost tmpl# unzip VirtueMart_1.1.4-COMPLETE_PACKAGE.j15.zip
Archive: VvirtueMart_1.1.4-COMPLETE_PACKAGE.j15.zip
inflating: virtuemart_1.1_Installation.pdf
inflating: com_virtuemart_1.1.4.j15.zip
creating: modules/
inflating: modu1es/mod_product_cate?ories_l.1.4.j15.zip
inflating: modules/mod_productscroller_1.1.4.j15.zip
inflating: modules/mod_virtuemart_1.1.4.j15.z1p
inflating: modules/mod_virtuemart_cart_1.1.4.j15.zip
inflating: modules/mod_virtuemart_currencies_1.1.4.j15.zip
inflating: modules/mod_virtuemart_featureprod_1.1.4.j15.zip
inflating: modules/mod_virtuemart_latestprod_1.1.4.j15.zip
inflating: modules/mod_virtuemart_login_1.1.4.j15.z1p
inflating: modules/mod_virtuemart_manufacturers_1.1.4.j15.zip
inflating: modules/mod_virtuemart_randomprod_1.1.4.j15.zip
inflating: modules/mod_virtuemart_search_1.1.4.3j15.zip
inflating: modules/mod_virtuemart_topten_1.1.4.3j15.zip
creating: plugins/
inflating: plugins/vmproductsnapshots_1.1.4.j15.zip
inflating: plugins/vmxsearch.plugin_1.1.4.j15.zip

Login in to the Joomla administrator portal. Navigate to Site — Global Configuration — System.
Here click on Yes to Enable Web Services

1 Joomlal’

cms.challeng3.local

Site Menus Content Components Extensions Tools Help

Global Configuration

Sate Syslem

System Seflngs
40pLCCHAFIBoyAM

b et ogh

Englisn (08) - halp joomin o |w |  Feset

On the Server tab, enable the Gzip Page Compression.
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YT Joormlal’ cms.challeng3.local N\ \

Site Menus Content Comp nis E Tools Help

Global Configuration

Site System Server

@ The Global Configuration details have been updated.

Server Settings
Path to Temp-folder jvaewwwhtmitme

GZIP Page Compression 3™
9 pression | no [ ves
Error Reporting  System Dclll.l:zl

Force SSL | None [=]

Locale Settings
Time Zone | (UTC 00:00) Western Europe Time. London. Lisbon. Casablanca =

Navigate to Extensions — Install/Uninstall and browse the file com_virtuemart_1.1.4.j15.zip and click on
install

{ Joomial™ ems.challeng3.local

Site  Menus  Content  Components Tools  Help £ Freview 0o B2 O ogout
o ' Extension Manager L
Help

Install Components Modules Plugins Languages Templates

Upload Package File
Package File: Amp/com_virtuemart_1.1.4 j15.2p :_ Browse... | Upload File & Install
Install from Directory

I Directory: Narfeww/htmimp Install

A screen showing that the VirtueMart Installation was successful should show.
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Welcome to VirtueMart 1.1.4 stable .

VirtueMart 1.1.4 stable [Gentle Samui]
16/10/ 2009 20:00 GMT

SUCCESSFUL

Let's prepare the now (the Script hasn't found existing mambo-
phpShopVirtueMart Tables, so let's do a fresh installation).

Bast Instalation has been finshed You To fill your Shop with dummy products, and
can use Virtueldart in a moment afier o see how things can be set up, you can
having cicked on a link below. install some Sample Data now

Go directly to the Shop >> Install SAMPLE DATA »»

Go fo virtuemart. net for further Help

Then you need to repeat these step in order to install the following modules and plugins for VirtueMart.
These files are on the extracted folder of VirtueMart.

mod_virtuemart_topten_1.1.4.] ip
mod_virtuemart_search_1.1.4.3 ip
mod_virtuemart_randomprod_1.1 15.zi
mod_virtuemart_manufacturers_1.1.4.j15.zip
mod_virtuemart_login_1.1.4.3j15.zip
mod_virtuemart_latestprod_1.1.4.j15.zip
mod_virtuemart_featureprod_1.1.4.j15.zip
mod_virtuemart_currencies_1.1.4.j15.zip
mod_virtuemart_cart_1.1.4.j15.zip
mod_virtuemart_1.1.4.j15.z1p
mod_productscroller_1.1.4.3j15.zip
mod_product_categories_1.1.4.j15.zip

5.z
5.zi
4.3

vmxsearch.plugin_1.1.4.j15.zip
vmproductsnapshots_1.1.4.3j15.zip

Then navigate to Menus - Menu Manager — click on the Menu Item under Main Menu.
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¥ Joomlal cms.challeng3.local

L] Title Type Menu Rem(s) # Published # Unpublished # Trash & Modules
Main Menu manmenu .1_3’ = 1
Top Menu fopmenu b 4 1

4 Resources othermenu '\_:51 7 1

5 . Example Pages ExampiePages '1;"'! 4 1
Kery Concepts keyConcepts \:—J-J 3 1

Site Menus Content C E Tools Help S Preview o M2 © Logout

[ =M Menu Manager 1:'1' . C L

On the Menu Item Manager, Click New

Sie  Menus Content Components Extensions Tools  Help 1 Freemw 0 M2 O
- - ,
El menu item Manager: [mainmenu] = o &5 ] ~ ©O Q
Menus Defauk  Publsh Unpublsh Move Copy  Trash Eckt New Help
Fiter Go || Reset | Max Levels 10 +| . Select State - ~|
e O Menu em Defaull Published Orders ¥  Access Level Type NemiD
Home ' v 1 Publ Artcies = F
Jookm in! Orveryiew ' “ v 2 Publ Aricies - Artcle
L what's New in 1.57 ' 1 Pubilc Artcies - Artcle
Joomh! License o A w 4 Pubic Arcies = Artcle
More about Joomin! v “ w 5 Publk Artcies - Seclx
FAQ v _— 6 Publc Artc s - Section 4
The MNews - - v 7 Pubk A b viegory | Blog
Web Links v “a w 8 Publc Web Link Categories 48
Hews Femts ' a 9 Puble N F ok O i 49

Select “VirtueMart”
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Select Menu lem Type

[~ L niernal Link
o Arcles

o Contacts

News Feock

o Yitpeblad
o WebLinks
Wiapper

a B exernal Link

a a Sepamion

_JAK!',

El Menu ltem:

[ New ]

Fill the Title settings and Apply and Save.

Menu tlem Type

VirtueMart

Menu tem Details

Thie

Published

Aldins
Link:
Display in.

Parent Hem:

E. Menu Item: [New]

Onine-Shop / E-Commerce Component

VirtueMan

index php?option=com_viftueman

Main Menu |

Home

Joomia' Overview
-What's New in 157

Joomia' License

More about joomla’

FAQ

The News

Web Links

News Feeds

No ‘2 Yes

Change Type |

* Paramelers (Basic)
Parameters (Component)

Parameters (System)

e v O

Save Apply  Cancel

M

Navigate to the website and on the left menu you should have a VirtueMart link. Click on it and you

should see the sample data.
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/v ~ Yesterday all servers in e U S went out on sike in 3 bid 10 gel more RAM and Delier CPUS A 5pokes perso.
. i miat the need for betier RAM was dus 10 30me fool increasing te fronk-side bus speed In future, buses will be io.
- low Gown in residential MOMerDOANds
About Joomiba! Features News The Community
search
Home >> Viduslan
W have B bestlools for do-fyoursellers. Checkus out
We were e3tabkshed in 1969 in 3 ime when Qeling 0004 10013 Was eIpensive. but the Quallty was Qood Now that only 3 select lew of
* Home WOEE IUTENDC 16005 SURive. Wi Nave GPOCIIRD IS S1000 10 BONGING T EXDEMENCE alive 100 CONRCIONS 200 Matir MEchanics
+ Joomia! Crerview i,
+ Joomia® License a4 a c o o8 50 B Bon
« More about Joomia! You Can easily nd products selectng the CHep0ry yOU would lice 10 DIOWS e aDove
= FAQ
* The News
* Web Links
* Mews Feeds Categories
* VirueMan
l * Extensions )
+ Content Layouts -
Example Pages
Gargen Tools
— Hand Tools Powes Tools
Featured Products

Your simulated environment should now be ready for testing and practice your network security skills.
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