
SHELLBAGS REFERENCES: 

I think one of the first publicly available articles in English about ShellBags was written by Allan S Hay 

http://www.engr.scu.edu/~tscocca/COEN252_09/ClassMaterials/WRA+Guidance.pdf 

On October 2008, John McCash wrote on the SANS Digital Forensics and Incident Response Blog an 

article named "ShellBags Registry Forensics". https://digital-

forensics.sans.org/blog/2008/10/31/shellbags-registry-forensics/ 

On August 2009, during The Digital Forensic Research Conference (DFRWS), Yuandong Zhu, Pavel 

Gladyshev and Joshua James presented the paper “Using ShellBag Information to Reconstruct User 

Activities”. http://www.dfrws.org/sites/default/files/session-files/paper-

using_shellbag_information_to_reconstruct_user_activities.pdf 

On July 2010, Joachim Metz started to document the Windows Shell Item Format 

https://docs.google.com/file/d/0B-VYGsDJPtZlVDNJQ3pWX0M1b1k/edit 

On October 2011, Yogesh Khatri described the ShellBag format on his old company blog 

.https://web.archive.org/web/20120425082802/https://42llc.net/?p=385 

On June 2012, Willi Ballenthin started to write his opensource ShellBags parser which culminated on his 

article “Windows Shellbag Forensics” http://www.williballenthin.com/forensics/shellbags/index.html 

On July 2011, Chad Tilbury wrote on the SANS Digital Forensics and Incident Response Blog the article 

"Computer Forensic Artifacts: Windows 7 Shellbags". https://digital-

forensics.sans.org/blog/2011/07/05/shellbags 

On August 2012, Harlan Carvey wrote on his Windows Incident Response blog an article named 

"ShellBag Analysis". http://windowsir.blogspot.com/2012/08/shellbag-analysis.html 

On September 2012, Jamie Levy wrote cover a ShellBag plugin for Volatility https://volatility-

labs.blogspot.de/2012/09/movp-32-shellbags-in-memory-setregtime.html 

On December 2013, Dan Pullega wrote on his site an impressive article about Shellbags named 

“Shellbags Forensics: Addressing a Misconception” http://www.4n6k.com/2013/12/shellbags-forensics-

addressing.html 

And finally Plumbing the Depths: Shellbags by Eric Zimmerman : https://www.sans.org/summit-

archives/file/summit-archive-1492184337.pdf 

 

JUMPLISTS REFERENCES 

http://www.forensicswiki.org/wiki/Jump_Lists 

http://cyberforensicator.com/wp-content/uploads/2017/01/1-s2.0-S1742287616300202-main.2-14.pdf 

http://www.sciencedirect.com/science/article/pii/S1742287616300202 

https://webcache.googleusercontent.com/search?q=cache:JfjME9OB26cJ:https://www.champlain.edu/

Documents/LCDI/Jump%2520List%2520Forensics.pdf+&cd=3&hl=en&ct=clnk&gl=us 
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https://articles.forensicfocus.com/2012/10/30/forensic-analysis-of-windows-7-jump-lists/ 

http://www.hexacorn.com/blog/2013/04/30/jumplists-file-names-and-appid-calculator/ 

http://www.4n6k.com/2011/09/jump-list-forensics-appids-part-1.html 

https://tzworks.net/prototypes/jmp/jmp.users.guide.pdf 

https://tzworks.net/prototypes/lp/lp.users.guide.pdf 

USERASSIST 

https://blog.didierstevens.com/2006/07/24/rot13-is-used-in-windows-you%E2%80%99re-joking/ 

http://www.4n6k.com/2013/05/userassist-forensics-timelines.html 

LNK FILES 

http://computerforensics.parsonage.co.uk/downloads/themeaningoflife.pdf 

RDP Cache 

https://www.cert.ssi.gouv.fr/actualite/CERTFR-2016-ACT-017/ 
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